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ITacnopT KomILIeKTa oneHouHoi gokymentamun (KOJI) Ne 1.1?&!? skills
komnereHun Ne 39 «cCETEBOE U CUCTEMHOE
AJIMUHHUCTPUPOBAHHUE»

Kommnekt onienounoit sokymentanuu (KOJ) Ne 1.1 pazpaboTan B 1ie1s1x opraHu3aiuu
¥ TIPOBEJICHUS JIEMOHCTpaHoOHHOTrO dk3ameHa no kommereHnuu Ne 39 «CETEBOE U
CUCTEMHOE AJIMHWHUCTPUPOBAHUE» u paccuntaH Ha BBINIOJIHEHUE 3aJaHUMN
POJOJKUTEIBHOCTBIO 6 YacoB.

KOJI Ne 1.1 moxer OBITh PEKOMEHIIOBAH ISl OIEHKHM OCBOCHUS OCHOBHBIX
Mpo(eCCHOHANIBHBIX 00pa30BaTENbHBIX TPOrpaMM M HMX YacTeH, JOMOJTHHUTEIbHBIX
PO EeCCHOHANIBHBIX MPOrPAMM U MPOrpamMM MpodhecCHuOHANIBHOTO0 OOYUEHHMs, a TAKXKe Ha

COOTBETCTBHE  YpOBHSAM  KBamu(pukanuum  cornacHo  Tabmuue — (Ilpunoxenue).

Pa3zgen WSSS

1 Opranuzainus paOOThl U yIPABICHUE

Crienuanuct A0KEH 3HaTh U IOHUMATh:

* PernameHTupyloniye JOKYMEHTbI B OOJAacTH OXpaHbl Tpylda H
0E€30IaCHOCTH JKU3HEIEATEITLHOCTH,

* B kakux curyanmsx HEOOXOAMMO TNPUMEHSTH IEePCOHATIBHBIC
3aIlUTHBIE CPEJICTBA;

* Ilopsgmok paboThl, XpaHEeHHUs, U OOCTY>KUBAHUS 00OPY/IOBaHUS B
YCIIOBUSIX aHTUCTATHUECKOTO OKPYKEHMUS,;

* BaxHocTh c0O0JIIOIEHNS] TEXHUKH O€30MaCHOCTU U aKKypaTHOCTH
pu paboTe ¢ KIMEHTCKUM 000pyJ0BaHUEM U UH(pOpMaIIUEil;

* BaxnocTtb 6e30macHoi epepaboTKH OTXO0/I0B;

* MeTo/b! IUTAHUPOBAHUS U OTIPECIICHUS IPUOPUTETOB;

e BaxHocTb TOYHON PabOThI, MPOBEPKU BBHINIOJHEHHON PaOOTHI, a
Tak)Ke BHUMAHUS K JIETaJIsIM BO BCEX aCIEeKTaX CBOCH paboThI;

* BaxxHOCTb OpraHu3ay Tpy1a B COOTBETCTBUH C METOJIUKAMU;

° MCTOIH:-I N TCXHOJIOTHH UCCICAOBAHUA,

DE



R

e BaxHOCT, ympaBlicHUS COOCTBEHHBIM HpO(beccno%%%?ﬁu&
pa3BUTHEM;
* Ckopoctp u3Mmenenuss UT-chepbl M BaKHOCTH COOTBETCTBHUSA

COBPEMEHHOMY YPOBHIO.

Crnennanuct JOJKEH YMETh:

* CrenoBaTh MpENNUCAHUAM B OONACTH OXpaHbl Tpyaa H
0€30MacHOCTH KU3HEIESITEIIbHOCTH;

* TlonnepxuBaTh O6e30MacHy0 pabouyio cpeay;

* OnpenensTh U NPUMEHATH TOAXOSAIINE TIEPCOHATBHBIC 3AIIUTHBIC
CpeIICTBa JJIsl OPraHU3allMi AHTUCTATUYECKOTO OKPYKEHUS;

* BriOuparh, npuMeHsITh M OOCTYXKUBaTh HWHCTPYMEHTApUUA U
000pyZ0BaHUE B COOTBETCTBUHU C NMPABUJIAMU TEXHUKU O€30I1aCHOCTH;

e IlmanupoBaTh CBOIO pabOTy IJisi AOCTHXKEHUS MaKCUMallbHOM
3¢ (HEKTUBHOCTH U MOJEPKUBATH YUCTOTY Ha paboyeM MecTe;

* Perynapuo mimaHupoBaTh M KOPPEKTHUPOBATH IUIaHBI B
COOTBETCTBHUU C U3MEHSIOIIUMUCS MPUOPUTETAMH;

* Pabotath »(h(PEeKTUBHO W pEryasipHO OILICHUBATh PE3YJIbTATHI
CBOEro TpyAa;

* CoOOTBETCTBOBaTh PA3IMYHBIM TPEOOBAHUSIM TaKUX OTPACIEBBIX
cucreMm ceptuduxanuii kak Cisco, Microsoft, Linux (co cnenuanuzanuein
XO0Ts ObI B OJTHOM M3 3THX 0bOJs1acTei);

* CoOTBETCTBOBATh TPEOOBAHMSM, MPEABIBISIEMbIM K HOCHUTEISIM
JTAHHOW KOMIIETEHIIUH, COOTBETCTBOBATh COBPEMEHHOMY YPOBHIO;

* JlemoHcTpupoBaTh A()PEKTUBHBIE M BCCOOBEMITIONIUE METOJbI
IIOJTyYEHHUsI 3HAHWM;

e JleMOHCTpUpPOBATh DHTY3Ma3M B OO0JACTH BHEAPEHUS HOBBIX
METOJIOB, CHCTEM, OBITh TOTOBBIM K U3MCHCHUSIM;

* DddexTrBHO paboTaTh B COCTaBE KOMaH/bI.

KoMmyHuKatus u oouieHue

CHeHI/IaJ'II/ICT JOJDKCH 3HAaTh U IOHUMATh:
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* BaxHoCTb yMeHHUs choymarh coOecelHUKa  Kak \é\lg(gsﬁilgtﬁd(ﬂ?
3 PeKTUBHON KOMMYHHUKAIINH;

* Pomu u tpeGoBaHus kojuier U HambOosee 3((HEKTUBHBIE METOMIbI
KOMMYHHKAIIIH;

* BaXHOCTb OCTPOCHUS U MOAJACPKAHUSA IPOAYKTUBHBIX pabouux
OTHOIICHHUH C KOJUIETaMHU U YIPaBIISIOINMU;

* Mertombl 3¢ heKTUBHON KOMaHIHON pabOThI;

e CnocoObl paspelieHds HEMOHHUMAaHUS U KOH(DIUKTYIOIINX
TpeOOBaHUil;

° MGTOIII)I YIIpaBJICHUA CTPCCCOM H THCBOM I PaspClIICHUA

CJIOKHBIX CHTyaHHﬁ.

Crnennanuct JOJKEH YMETh:

* JleMOHCTpUpPOBATH Pa3BUTHIC CIIOCOOHOCTH CIyIIaTh W 3a/J1aBaThb
BOIIPOCHI /7151 O0Jiee TITyOOKOro MOHUMAHUS CIIOKHBIX CUTYaIUi;

* BrictpauBath 3¢ (deKTHBHOE MUCHMEHHOE M YCTHOE OOIICHHE C
KOJUIETaMU;

* [lonumMath U3MEHSIONINECS TPEOOBAHUS KOJIIET U aIalTHPOBATHCS
K HUM,;

* AKTHUBHO NpUHUMATHh y4acTUe€ B (POPMHUPOBAHUU CHUJIBHOU U
3 PeKTUBHON KOMAH/IBL;

 OOMeHUBAThCS 3HAHUSMHU U  ONBITOM C KOJJIETAaMH U
MOJIEP>KUBATh aTMOC(EPY CAMOCOBEPIIICHCTBOBAHMS B KOJUICKTHBE;

* VhpaBisaTh CTPECCOM M pa3pakCHHEM, J1aBaTh YBEPEHHOCTH

OKPYXaIOIIUM B TOM, UTO UX MPOOJIEMbI MOTYT OBbITh pa3pEeIICHBI.

KoncynbTpoBanue U noaiepkKa rnojab30BaTesei

Criennanuct JOJKEH 3HATh U TOHUMATh!
* (OCHOBHBIE BO3MOKHOCTH omnpeaeneHHoro kpyra UT-cucrem nis

obOecrieueHus1 KaUeCTBEHHOU MOCPIKKH;
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e Ilonxoapl K IUIAHUPOBAaHUIO pPaboyero mpouecca c\é\@ggﬁkﬂb
o0ecrieyeHuss  BBICOKOTO  YpOBHSL ~ OOCIY)KHBAaHHS, CIIOCOOHOTrO
YIOBJIETBOPUTH NOTPEOHOCTH MOJIH30BATENS U OPTaHU3ALUY;

* PaznuuHble MeETOABI JEMOHCTpALlMM M  NPE3EeHTaluu IS
HOJIEPKKY PA3BUTHUS HABBIKOB U 3HAHUH TOJIb30BATEIS;

* PaznuuHble METOABl OLEHKM BO3MOXKHOCTEH MOJIb30BaTENs C
LEbI0 YIOBJIETBOPEHHUS €r0 HEMEUIEHHBIX MOTPEOHOCTEN U MOOLIPEHUS
K CaMOpPa3BHUTHIO;

* Paznuusble MeTOAMKU OOydyeHUs, MO3BOJISIOLIUE alallTUPOBATh
pouecc 00y4eHHs C y4€TOM HaBBIKOB M BOBMOXKHOCTEH M0JIb30BaTENEH;

 Tpenasl ¥ BBI3OBBI COBpeMeHHON |T-uHaycTpum u crnocoObl
pa3BUTHS, KOTOPBIE MOTYT OBITh MPECTABIEHBI MOJIb30BATEISAM;

* Cnoco0Obl BeJIeHUs IEPErOBOPOB I PA3TUYHBIX CUTYaIIH.

CHGHI/IaHI/ICT JOJIDKCH YMCTh!

e 3a0jaroBpeMEHHO  MOJACPKHUBATH  YPOBEHb  COOCTBEHHBIX
NO03HaHUM B cpepe nHPOPMATMOHHBIX TEXHOIOTUH;

* CBoOeBpeMEHHO (B YCTAHOBJIEHHBIX pEIJIAMEHTOM paMKax)
OTBEYAaTh Ha 3aMPOCHI KaK JJOKAIbHBIX, TaK U YAAICHHBIX MTOJIb30BATENICH;

* I[lnanupoBaTh ¥ IOCTOSIHHO aKTyaJIM3UPOBATH TIIAHBI BHITIOTHEHUS
MOJIB30BATEILCKAX ~ 3alPOCOB K  TMOJACPXKKE I OallaHCHPOBKHU
NOTPeOHOCTEN MOIb30BaTENEH U OpraHU3alINY;

* Touno ompenensTh TpeOOBaHUS TMOJIb30BATENS W OMPABILIBATH
OKUJIAHUS;

* IlogcuuTthiBaTh BpeMs U CTOMMOCTH BBITTOTHEHUS PaOOTHI;

* BriOupars HamboIee MOAXOIAIINE CIIOCOOBI IEMOHCTPALIMH IS
0oJiee TOYHOTO COOTBETCTBUS IMOJA4YM MaTepuaja HaBbIKAM U 3HAHHSIM
ayJINTOPHH;

* DOddeKTUBHO JAEMOHCTPUPOBAThH HWH()OPMAIMOHHBIC CHCTEMBI
MOJIB30BATEISIM M TPYIIAM TOJb30BaTeNeld ISl MPEIOCTABICHUS UM

BO3MOKHOCTEH K YIYUYHICHHUIO CBOMX HABBIKOB U 3HaHI/II\/'I;
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* VYcneurHo o0y4aTh Mojab30BaTeNei OYHO U 3a04HO JJIs1 ycmggﬁlfﬂb
paspenieHus mpoosiem B oonactu UT-undpacTpyKTypsl, IpeACTABICHHUS
HOBBIX ITPOJYKTOB, YIyULIECHUS MTOJIb30BATEIbCKUX HABBIKOB U 3HAHUI;

* OmnpenensaTb BO3MOXXHOCTH K YJIYYLIEHUIO MPOAYKTa M OOMIEH
YAOBJIETBOPEHHOCTH T0JIb30BATEIIS;

*  ®opMHpOBaATh TOYHBIE, CBOEBPEMEHHBIE PEKOMEH/IallUU B 00J1aCTH
OOHOBJIEHUSI U TIpUOOpeTeHUs] HOBBIX [T-TPOAYKTOB U CEPBUCOB IS
YIIYUIICHHS KAYECTBA IPUHATHUS PEIICHUI;

* @opMHpOBaTh KOPPEKTHbIE, OTBEUAIOIIUE TPEOOBAHUSIM U

OIpaHUYCHUAM, pPCKOMCHAAINH Ha OCHOBC 3aIIpOCOB U HOTpC6HOCT€I>i;

° HpI/IHI/IMaTB Y4aCTHC B TCHACPHLIX W 3aKYIIOYHBIX IMPOUCAYypax.

[lonck u ycTpaHEHUE HEUCIIPABHOCTEN

CrenuaiaucT J0JDKEH 3HATh U IOHUMATh:

* BaxHoCTh CHOKOWHOTO U C(POKYCHPOBAHHOIO TOAXOJa K
pEeLIeHUIO TPOOJIEMBI;

 3nauumocth IT-cucTeM © 3aBUCHMMOCTH IOJL30BATCICH M
OpTraHU3aIMK OT UX JOCTYITHOCTH;

* [IlomynsipHble anmapaTHbIE U TPOTPaMMHbBIE OITUOKH;

* AHAIUTUYECKUHA W JAUATHOCTUYECKHM TOAXOAbl K PEIICHUIO
npo0JieM;

* I'panutibl COOCTBEHHBIX 3HAHHM, HABBIKOB U ITOJTHOMOYHIA;

* Curyanuu, TpeOyroIue dCKalaluy HHIIUISHTOB;

* CranmapTHOE BpeMs pellieHuss HanboJiee MOMyJIsIpHBIX TPOOIeM.

CrnennanucT JOJKEH YMETh:
* IlogxomuTh K TpoOIEME ¢ HEOOXOIUMBIM YPOBHEM YBEPCHHOCTH
JUTSl YCTIOKOGHUS TTOJTh30BaTENs B CIIydae HEOOXOIMMOCTH;
* PerynsapHo mnpoBepsTh pe3yNbTaThl COOCTBEHHON pabOThI BO
n30exxaHue mpoOJieM Ha MOCISAYIONIUX dTanax;
* YTOYHITH HEKOPPEKTHYIO HH(POPMAIHMIO IS TMPEAOTBpPALICHUS

NIy MUHHUMH3allH HpO6HeM;
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* JIeMOHCTpUPOBATh YBEPEHHOCTh U YIIOPCTBO B PEILICHUU mgﬂéuﬁ

* bbicTpo y3HaBaTh U TOHUMATh CYTh HEMCIIPABHOCTEH U pa3peliaTh
UX B XOJI€ CAMOCTOSITEILHOM yIIpaBiIsieMoi paboThl

* TmarenbHO  pacciegoBaTh W AHAIM3UPOBATh  CJIOXKHBIE,
KOMITJIEKCHBIE CHUTYaIlMd U TPOOJIEMBI, TPUMEHSATh METOJUKH TOUCKA
HEUCITPaBHOCTEMH;

* BriOupats n npuanMath auarnoctupyromee [10 u nHCTpYMEHTHI
JUTISL TIONCKA HEUCTIPABHOCTEM;

* IlogmepxuBaTh TMOJb30BAaTENEH B peEIICHUU TMPoOJIeM uepe3
COBETHI, YKa3aHUS U UHCTPYKIINH;

 Hckarp mnomoup B TeX ciaydasx, Korga TpeOyercs Ooliee
THIATENbHAsT ~ JKCIepTH3a, u30eraTb  YPE3MEPHOIO  YBIICUEHUS
poOJIeMOi;

* VYTOYHATH YPOBEHb YIOBIETBOPEHHOCTH IIOJIb30BATEINS TIOCIIE
peuieHust npooIeMbl;

* TodHO oOmNWCHIBaTH WHIUACHT W JOKYMCHTHPOBATh PEIICHUE

POOJIEMBI.

Jn3zaitn

CrenuanucT D0JDKEH 3HaTh U IIOHUMATD:
* (CeTteBbl€ TOINOJOTUU U OKPYKEHUS;
« Jlorumueckue u PyHKIIMOHAJIbHBIC THArPAMMBI;
 Tumbl aKTHBHBIX CETEBBIX YCTPOMCTB (MapIIPyTH3aTOPOB U
KOMMYTATOPOB U T.JI.) ¥ TpeOOBaHUS K UX PACIIOJIOKEHUIO;
* Pemenns B 0061acTi 0€30IIaCHOCTH U UX BIIHSTHHUE,
* (Cxewmsl aapecanuu;

e JIoKyMEHTAITHIO TI0 HACTPOIKe 000PYI0BAaHUS U MPOTPAMM.

Criennanuct JOJIKEH YMETh:
* (CereBbl€ TOIOJIOTUN U OKPYKEHUS,

» Jlornyeckue v (yHKIMOHAJIBHBIE TUArPAMMBI;
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e Tunbl aKTHBHBIX CETEBBIX YCTPOMCTB (Mapmpmia]I\.gg&%ﬁkiﬂ?
KOMMYTATOPOB M T.JI.) U TPEOOBAHUS K HX PACIIOIOKEHUIO;

* Pemenus B o0nacTH 0€30I1aCHOCTH U UX BIIMSHHE;

* (Cxewmsbl apecalny;

e JIOKyMEHTAIMIO IO HACTPOMKE 000PYI0BaHUS U MTPOTrPamMM.

HacTtpoiika, 06HOBIIeHUE 1 KOH(DUTYpaIUs ONEPAlIHOHHBIX CHCTEM

CnenuanucT JOJKEH 3HaTh U IOHUMATh:

* Pa3nooOpa3ue omnepanMoOHHBIX CHCTEM, HX BO3MOXHOCTU K
YAOBJIETBOPEHUIO MOJB30BATEIBLCKUX TPEOOBAHUM;

* Ilpomecc BbIOOpa MOAXOMANMIUX APAWBEPOB LISl Pa3HBIX THUIIOB
anrapaTHbIX CPE/ICTB;

* ba3zoBeie (QyHKIMM anmapaTHOTO oOO€CHeYeHUusT U MPOIECC
Ha4yaJbHOM 3arpy3KH;

* BaxHOCTh clneqoBaHUs HMHCTPYKUUAM M TIOCIEACTBUS, LEHY
npeHeOpeKEeHUS UMU;

* Mepbl npeI0CTOPOKHOCTH, PEKOMEHYEMbIE K MPUHSITHIO TIEPe]
yctanoBkoi I10 unu 0OHOBJIEHUEM CUCTEMBI;

° HGJ’IB AOKYMCHTHUPOBAHUA ITPOICCCOB OOHOBJICHHS U YCTAaHOBKH.

Criennanuct JOJKEH YMETh:

* BHuMmarenbHO CylIaTh U ONPENENATH 10JIb30BATEIBCKUE 3aIIPOCHI
JUISL yIOBJIETBOPEHUS OKUIAAHUM;

* BriOupaTh oOIEpalMoOHHYIO CHUCTEMY — MPONPUETAPHYIO WIIU
OTKpPBITYIO;

* Touno ompenenaTs YCTPOMCTBO U COOTBETCTBYIOLIUNW €My
JpaunBep;

* [IlocmemoBarenbHO NPOBEPSITH  YKA3aHHBIE  IPOU3BOAUTEIIEM
UMHCTPYKIWU TPU BBIMOJIHEHUH OOHOBJICHHUS,

* BriOuparh posin U BO3MOKHOCTH ONEPAMOHHBIX CUCTEM (TaKue

kak Kontpomnep lomena u 1.1.);
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»  OO6CYX1aTh NPEIIOKEHHBIE PEIICHUS /IS BHIOPAHHBIX H%r?‘aéﬂ‘i“’
BO3MOKHOCTEH, COITAIIATLCSA ¢ KOHCTPYKTUBHBIMH NPEIIOKEHUSIMH OT
TI0JIb30BaTeNEN, MEHEKEPOB 1 KOJLIET;

e IloaAroToBUTh TEXHUYECKUW AOKYMEHT, OTPAXAIOIIMU IPUHATOE
pEIEHNE LIS COITIACOBAHMS U MOIHUCH;

« Koudurypuposarh  HEOOXOOMMBIE  PONU\BO3MOXKHOCTU B
COOTBETCTBUM ¢ MHCTPYKLIHUAMH Pa3pabOTYNKOB UIM B COOTBETCTBHH C
HAWJTYyYLIAMU OPAKTHKAMHY;

* TecTHpOBaTh CHUCTEMBI, YCTPAaHATh IPOOIEMBI U IIPOBOIMTEH
KOHTPOJILHBIE TIPOBEPKH;

* JloOuBaThCs MOJB30BATEIBCKOTO 0JOOPEHUSI.

7 KoHn(urypanus ceTeBbIX yCTpOMCTB

Crienranuct JOJKEH 3HaTh U IOHUMATh!
* (CeTeBOE OKPYKECHUE;
* (CereBbI€ IPOTOKOJIBL;
 Ilporecc mOCTpOEHUsI CETH U KaK CETEBbIE yCTPONCTBA MOTYT OBITh
HacTpOeHbI 11 3PHEKTUBHOTO B3aUMOICHCTBHUS;

* Twumsl ceTeBbIX YCTPOUCTB.

Criennanuct JOJKEH YMETh:

* HHrepnpeTnpoBaTh MOJIb30BATEIBCKHUE 3alIPOCHl U TPEOOBAHUS C
TOYKH 3PEHUSI UHAYCTPUATIBHBIX CEPTUPUKALIMOHHBIX TPEOOBAHMIA;

* IlpumeHaTp Bce TUNBl KOHPUIYypaluud, MpPOrpaMMHbIE U
anmnapaTHble OOHOBJICHMSI Ha BCE THUIIbI CETEBBIX YCTPOMCTB, KOTOpHIE
MOTYT OBITh B CETEBOM OKPY>KEHUU;

e [IlpoekTupoBaTh M pEAIM30BBIBATH IPOLEAYPHl JIUKBUIALUN
VHIINJICHTOB;

* IlognepxuBarh 6a3y HJaHHBIX KOH(GUTYpALIUU.

1. Ilepeyenb 3HAHUWI, yMEeHUIl, HABBIKOB B COOTBeTCcTBUM 0 Cneunuduxanueit

CTaHAapTa KOMIIEeTeHIIUH Ne 39 «CETEBOE n CUCTEMHOE
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AJIMUHUCTPUPOBAHMUE» (WorldSkills Standards Specifications, \é}’ﬁégsg}s,

)

NpoBepsieMblii B paMKaxX KOMILUIEKTa ONEeHOYHOH aokyMeHTanuu (Tadauma 1).

Taoauna 1.
Pa3znen HaumenoBanue pasaena WSSS Baxknoctb
WSSS (%)
1 Opranuzarus pabOThI U yIIPABJICHUS 0,6
2 Kommynukarus u ooiieHue 1,7
3 KoHcynbTHpoBaHue U MojaiepkKa moyib30BaTeneu 1,1
4 [Touck u ycTpaHeHHne HeUCIpaBHOCTEN 7,1
5 Jn3aitun 4,5
6 Hacrtpoiika, = oOHOBIIeHHME W  KOH(UTypaIus 15
OTIEpPAIIMOHHBIX CUCTEM
7 KoHurypanus ceteBbIX yCTpOICTB 15

2. O0001IeHHAA OLICHOYHAA BE€IOMOCTD.

B JaHHOM pPas3acii€ OMPCACIAIOTCA KPpUTCPUHW OLICHKH W KOJWMYCCTBO HAYHCIACMBIX

OainoB (cyneiickue u 00bekTuBHBIE) (Tabnuia 2).

OO01iee MakCHMaabHO BO3MOXKHOE KOJIMUYECTBO OayIOB 3aJaHUs IO BCEM KPUTEPHSIM

OLIEHKHU cocTaBisgeT 45.

Taoéauna 2.
Kpurepuii Moayasb, B koropoMm | IIpoBepst Basbl
n/n HCIOJIb3YeTCsl KpUuTepuid eMble Cyneiickass | O0bekT | OOmIan
pasaeanl | (ecau 3TO | MBHaA
WSSS NPUMEHHUMO)
1A Linux | A Linux Enviroments 6 0 15 15
Enviroments
2 | B Windows | B Windows Enviroments | 1,2, 3,4, 0 15 15
Enviroments 5
31C Cisco| C Cisco Enviroments 7 0 15 15
Enviroments
0 45 45
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4. KosimuecTBO 3KCNEPTOB, YYACTBYWIIUX B OIleHKE BBINOJHEHUS 3aJaHUsA, U
MHUHHUMAJIbHOE KOJIUYeCTBO pad04nX MeCT Ha IJIOIIA/IKe.

4.1. MuHUMaIbHOE  KOJUYECTBO  DKCIEPTOB, YYaCTBYIOIIUX B  OIICHKE
neMoHcTpainonHoro sk3aMmena 1o kommnereHnuu Ne 39 «CETEBOE 1 CUCTEMHOE
AIMHUHUCTPUPOBAHUE - 3 yen.

4.2. MuHUMaIbHOE KOJIMYECTBO pabOUHMX MECT COCTABISIET 9.

4.3. Pacuer KonMuecTBa OHKCIEPTOB HCXOJd M3 KOJIMYECTBA pabOUYMX MECT U

YYaCTHUKOB OCYHIECTBIISIETCS MO cxeMe corsacHo Tabmuue 3:

Taouuua 3.
KonmuyectBo ~ mocToB-pabounx 1 2 3 J0 0 2
MecCT 3)
KonmuecTBo y9acTHUKOB
Ot 1103 3 3 3 3 3 3

5. Cnucoxk 000OpyIOBaHUSI W MATEPHAJIOB, 3aNPEHICHHbIX HA IUIOMIaJAKe (NpH
HAJIUYMH)

K mpoHocy 3amnperniatorcs Takue 3JIeKTPOHHBIE yCTPOMCTBA KaK MOOUITbHBIC TeE(hOHBI,
cMapT(dOHBI, IUIeephbl, HAYIIHUKH, AUKTO(DOHBI, KaMepbl, HOYTOYKH, TIJIAHIICTHBIC

KOMIIBIOTEPHI ¥ TPOUHE NEPCOHAIBHBIE AJIEKTPOHHBIE YCTPOUCTBA.
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3ananue Uil IeMOHCTPAIIMOHHOT0 IK3aMeHAa M0 KOMILIEKTY OLleHOYHOM
nokymenTamuu Ne 1.1 mo komnerenuuu Ne 39 «CETEBOE U CUCTEMHOE
AJIMUHUCTPUPOBAHMUE) (o6pa3en)

BaI[aHI/Ie BKJIIOYAET B ceOs cileayromue pa3acibl:

1.  ®opwmsbl yuacTus
2. Moy 3a1aHusi, KpUTEPUH OIICHKH M HEOOXOIUMOE BpEeMsI
3. HeoOxoaumbie mprtoKeHUs

HpOJIOJDKI/ITC.HBHOCTB BBIITOJIHCHUS 3a1aHUA: 6 4.
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NunuBuayanbHbIN.

2. 3AIAHUE

ConepxaHueM 3K3aMEHAllMOHHOTO 3aJIaHMs SABJISIIOTCS PabOThI MO MYyCKO-HaaJIKe
ceTeBOM HWHQPPACTPYKTYphl Ha 0a3e COBPEMEHHOTO CETEeBOr0 OOOPYIOBaHHS U
orepaloHHbIX cucteMm cemerictBa Windows u LinuX. Y4acTHHUKH 3K3aMeHa MOJTydaroT
MHCTPYKIIMIO, CETEBBIC IUarpaMMbl U METOJUYECKUE PEKOMEHAIMU 0 BHITTOJTHEHUIO.
DK3aMEHAIlMOHHOE  3aJJaHWEe  HMMEET  HECKOJBbKO  MOJIYJEH,  BBIMOJHICMBIX
MOCJIEI0BATENBHO.

3amanue JEMOHCTPAIMOHHOTO »JK3aMEHa SBJSIETCS YTBEPXKIACHHBIM. B  Hem
MPUCYTCTBYIOT 3 U3 5 MOJyJIeH, T.€. BO3MOXKHO HabpaTh MakcuMaiabHO 45 13 100 6annos

Ox3ameH BkimovaeT B cebst Ilycko-Hamanky wuH@pacTpykTypbl Ha ocHoBe OC
cemeiictBa Linux; Ilycko-nHamanky wuHppacTpykTypel Ha ocHoBe OC cemelicTBa
Windows; ITycko-HanaaKy TeJIeKOMMYHHUKAIIMOHHOTO 000y 10BaHUSI.

OkoHUaTenbHAs METOAWKAa TMPOBEPKH YTOUHSIOTCS wWiIeHaMH kiopu. OreHka
MIPOU3BOJIUTCS B OTHOIICHUH pabOThI MOy IeH. Ecii ydacTHUK dK3aMeHa HE BBITIOTHICT
TpeOOBaHUS TEXHUKA O€30MacHOCTH, TMOABEpPraeT OMACHOCTH ce0s WU JPyrux
YYaCTHUKOB, TAKOH YIaCTHUK MOKET ObITh OTCTPAHEH OT dK3aMeEHa.

Bpewms u neranu sK3aMeHAIMOHHOTO 3aJ]aHus B 3aBUCUMOCTH OT JK3aMEHAIMOHHBIX
YCJIOBUH MOTYT OBITh M3MEHEHBI UJIEHAMH KIOPH, IO COTJIACOBAHUIO C MEHEIKEPOM
KOMIICTCHITUH.

DK3aMeHAIMOHHOE 3aJ]aHU€ JOJDKHO BBIMOJIHATHCS MO MOIYJIbHO, ITUKINYECKHU TI0
MoayiisiMm A-B-C. OneHka Kak10ro MOTYJISI IPOUCXOAUT EskeTHEBHO.

3amanusi pa3paboTaHbl H MPOTECTUPOBAHBI TPYIIOW  CEPTUPHUITUPOBAHHBIX

9KCIICPTOB:
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3. MOAYJIN 3AJAHUA N HEOBXOJNUMOE BPEMSI

Mopynu u Bpemst Iipue/ieHbl B Taduie 1

Tabmuua 1 — BpeMs BbIIIOTHEHHE MOTYJIS

\;
worldskills
Russia

n/n

Kpurepu
i

Moayab, B
KOTOpOM
HCIO0JIb3yeTe
Sl KpUTEepHUi

Bpems
BBIINIOJIHEHH S
MOAYJIs

Ha

IIposepn
eMble
pasaeiibl
WSSS

Banasl

Cyneiickasi
(ecam 3TO
MPUMEHNMO)

O0BeKT
UBHAA

Ooas

A Linux
Envirom
ents

A
«ITyckonan
aJKa
uHdpacTpy
KTYphl Ha
ocHoBe OC
ceMeicTBa
Linux»

2 4Jaca

6

0

15

15

B
Window
S
Envirom
ents

B
IIyckonana
JIKa
uHdpacTpy
KTYphl Ha
ocHoBe OC
ceMencTBa
Windows

2 yaca

11 21 31 41

15

15

C Cisco
Envirom
ents

C
IIyckonana
JKa
TEJIEKOMMY
HUKAIMOHH
oro
o0opyaoBa
HUS

2 yaca

15

15

HUroro =

45

45
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Moayas A: «llyckonanaaka uHdpacTpyktypbl Ha ocHoBe OC cemeiicTBa

Linux»
BBEJIEHUE
YMenue pabotath ¢ CHUCTEMaMHU Ha OCHOBE OTKPBITOTO MCXOIHOTO KOJia CTAaHOBUTCS

Bce 0oJiee BaXKHBIM HABBIKOM JJIA TE€X, KTO XkKeJaeT MOCTPOUTH ycrennyto kapbepy B UT.
JlanHOE DK3aMEHAlMOHHOE 33JIaHNE COJIEP>KUT MHOKECTBO 33/1a4, OCHOBAHHBIX HA OIIBITE
peanbHOM HKCIUTyaTallud HWH(GOPMAIMOHHBIX CHUCTEM, B OCHOBHOM, HWHTErpallUd U
ayrcopcunre. Eciii Bbl MOXETE BBINOJIHUTH 33JIaHUE C BBICOKMM PE3YJIbTATOM, TO BbI
TOYHO CMOXKeTe OOCITyKHBaTh WH(POPMANUOHHYIO HHPPACTPYKTYPY OOJIBIIOTO
MPEANPUATHUA.

OIMIMCAHUE DK3AMEHAIIMOHHOI'O 3AJJAHUSA
JlanHOe DK3aMeHallMOHHOE 3aJjlaHue Ppa3pabdOTaHO C HCMOJb30BAHUEM Pa3IMYHBIX

OTKPBITBIX TEXHOJOTUH, C KOTOPBIMH BBI JIOJDKHBI OBITH 3HAKOMBI TI0 CePTUHUKAITTOHHBIM
kypcam LPIC u Red Hat. 3ananus mojeneHsl Ha CIEIYIONUE CEKIIUH:

« bazoBas konpurypamms

o Kondurypamus cereBoit ”HGPACTPYKTYPbI

o Cmyx0BI IEHTPATU30BAHHOTO YIPABICHUS U KypHATUPOBAHUS

o Kondurypanus cinyx0 yaaneHHOro 10CTymna

o Konduryparmus Be6-ciryx0

o Kondurypanus cinyx06 XxpaHeHus: JaHHBIX

o Kondurypamus napameTpoB 6€30MaCHOCTH U CIIYyK0 ayTeHTHUDUKAITIH

Cek1MM HE3aBUCUMBI APYT OT JIpyra, HO BMECTE€ OHM 00pa3yIOT JOCTATOYHO CIIOKHYIO

uHppacTpykTypy. HekoTopbie 3amaHus ITOCTaTOYHO TPOCTHI U TOHSITHBI, HEKOTOPHIC
MOTYT OBITh HEOUEBHUJIHBIMU. MOXKHO 3aMETHUTh, YTO HEKOTOPbIE TEXHOJOTHH JIOJIKHBI
paboTaTh B CBS3KE WM TIOBEpX MAPYruX TexHoyornid. Hampumep, amHamMuyeckas
MapIIpyTU3alus JOJHKHA BBITIONHATHCS MOBEPX HACTPOCHHOTO MEXIY OpraHU3alvsIMU
TyHHeNs. BaXHO mNoOHUMAaTh, YTO €CliM BaM HE YJAJIOCh HACTPOUTH TMOJHOCTHIO
TEXHOJIOTMYECKHI CTEK, TO ATO HE O3HA4aeT, uTo pabota He Oyzaer oneHeHa. Hampumep,
Ui yAAJEHHOTO JOCTyna HeoOxoauMo HacTpoutTh I[Psec-TyHHENnb, BHYTpH KOTOPOTO

opranuzoBatb GRE-TtynHens. Ecnu, Hanpumep, BaMm HE yAanoch HaCTpouTh IPsec, HO BbI
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cmornu HacTpouTh GRE, To BbI Bce ellle noiayunTe Oajibl 32 OpraHUu3aluio yia u%ggﬁdiﬂb

AOCTYIIA.

NHCTPYKIUHN JJIA YHACTHHUKA
B nepByio ouepens HEOOX0AMMO MPOYUTATH 3aJaHKUE MOTHOCTHIO. ClenyeT 00paTuTh

BHHMAaHUE, YTO 3aJaHUE COCTABJICHO HE B XPOHOJIOTHMYECKOM nopsiake. Hekotopsie cekium
MOTYT TOTpeOOBaTh ACUCTBUN U3 JIPYTrUX CEKLUW, KOTOpble M3NI0KeHbl HUke. Ha Bac
BO3JIAraeTCsl OTBETCTBEHHOCTH 32 paclpeesieHne cBoero padbodero BpemeHu. He tpatbre
BpEMs, €CJIM y Bac BO3HUKIM MPOOJIIEMbI C HEKOTOPBIMU 3alaHusIMHU. Bbl Moxxere
HCIIOJb30BaTh BPEMEHHbBIEC PEIICHUs (€CIM Y BAC €CTh 3aBUCMMOCTH B TEXHOJIOTUYECKOM
CTEKE) U MPOJIOJKUTD BBITIOJIHEHUE APYTUX 3a7a4. PEKOMEH IyeTCsl TIaTeIbHO MTPOBEPSThH
pe3ynbTaThl CBOEH PabOTHI.

JlocTyn KO BceM BUPTYaJIbHBIM MAIIMHAM HACTPOEH M0 AKKAYHTY root:toor.

Ecam Bam TpeOyercsi yCTAaHOBMTH MApoJib, (M OH He YKa3aH B 3aJaHHMH)
ucnoJub3yire: “P@sswird”.

Bupryanbnasa mamuna ISP npegnacrpoesa. Ynpapisilomuii 10CTyll YYaCTHUKA
K JAHHOW BHPTYaJIbHOI MalllMHe JJIS BbINOJHEHUS 3a1aHusA He npeaycMoTpen. [lpu
NONBITKE ero cOpoca BOSHUKHYT NPo0JieMbl.

Opranuzanus LEFT Bximouaet BupryansHbie mamuabl: L-SRV, L-FW, L-RTR-A, L-
RTR-B, L-CLI-A, L-CLI-B.

Opraams3amus RIGHT Bkmodaer Buptyanbubie Mmammabl: R-SRV, R-FW, R-RTR, R-
CLI.

HEOBXOJIMNMOE OBOPYAOBAHMUE, ITPUBOPBHI, 11O U MATEPHUAJIBI
Oxwupaercs, 4To OK3aMEHAallMOHHOE 3aJaHW€ BBIIOJHUMO YYacCTHUKOM C

IpUBJICUEHHEM 000pYIOBaHMS U MaTEPHAJIOB, yKa3aHHbIX B MH(pacTpykTypHOM JlHCcTe.
B kauectBe cucremuoit OC B opranuzanuu LEFT ucnonssyercs Debian
B xauectBe cuctemuoit OC B opranmzanuu RIGHT ucnons3yercs CentOS
Bam nocrynen muck CentOS-7-x86_64-Everything-1810.iso
Bawm nmocrynen nuck debian-10.0.0-amd64-BD-1.iso
Bam nocrynen muck debian-10.0.0-amd64-BD-2.iso
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Bam mocrynen quck debian-10.0.0-amd64-BD-3.iso \é\l%!g skills
Bam nocrynen muck debian-10.0.0-amd64-BD-4.iso
Bam nocrynen muck Additional.iso, Ha KOTOpoM pacmosararoTcst HepocTaronue RPM

ITaKCThI

Buumanue! Bee ykazaHHbIe KOMIIOHEHTBI PEIOCTABISIOTCH YYACTHUKAM B BH/E
ISO-¢aiinioB Ha JOKATBHOM MM yIAJEHHOM XPAaHUIHIILE.

Y4yacTHUKM He HMEKT NpaBa MO0Jb30BaTbCd JHOOBIMH YCTpOWCcTBaMHu, 3a
HUCKJIIOYEHHEeM HaXOSIIIMXCH Ha pa0ovyux MecTax YCTPOMCTB, NPeI0CTABJICHHBIX
OPraHHu3aTOPaMHM.

Y4acTHUKHM He MMEKT NpaBa NPHHOCHTH ¢ cO00ii Ha padoyee MecTO 3apaHee
MOJAT0TOBJICHHbIE TeKCTOBbIE MATEPHAJIBI.

B uTore y4yacTHUKHM [I0/LKHBI 00ecleYUTh HajIuuve W (PyHKUMOHHMPOBAHUE B
COOTBETCTBHM C 32JaHMEM CJIY:K0 M poJiell HA YKa3aHHBIX BUPTYAJIbHbIX MALIMHAX.
IIpu 3TOM YyYACTHMKH MOIYT CAMOCTOSITEJIbHO BBIOUPATH CIOCO0 HACTPOWKH TOrO
WIN WHOT0 KOMIIOHEHTA, MCIOJIb3Ys IpeloCTaB/JIeHHbIe MM pecypchbl MO CBOEMY
YCMOTPEHHIO.

CXEMA OLEHKH
Kaxnprit cyOkputrepuii nMeeT MpuOIH3UTENHHO OJUHAKOBBIA Bec. [IyHKTBHI BHYTpH

Ka)XJIOT0 KPUTEpUs HMMEIOT PA3HBIA BEC, B 3aBUCHUMOCTH OT CJIOKHOCTH ITyHKTa M
KOJIMYECTBA IIYHKTOB B CyOKpUTEPUH.

Cxema olleHKa MOCTPOEHA TaKKUM 00pa3oM, YTOOBI KX AbIM MYHKT OILICHUBAJICS TOJIBKO
onuH pa3. Hanpumep, B cekinu «ba3oBas KoH(pUTrypalus» OpealuchiBaeTCs HACTPOUTh
MMEHa JUIsI BCEX YCTPOMCTB, OJHAKO 3TOT IyHKT OyAeT MPOBEPEH TOJBKO Ha OJHOM
YCTPOMCTBE U OLIEHEH TOJIbKO 1 pa3. OJMHAKOBBIE MyHKTHI MOTYT OBITh MPOBEPEHBI U
OLIEHEHBI OoJibIIe YyeM 1 pas3, eciu JUist X BBIIIOJHEHUS! IPUMEHSIOTCS pa3Hble HACTPONKHU
WJIM OHU BBIITOJIHSFOTCS] HA Pa3HBIX KJIACCaX YCTPOWCTB.

[ToapobHOE onKcaHre METOJUKUA MPOBEPKH JTOJKHO OBITH pa3pabOTaHO AKCIEpPTaMH,
IPUHUMABIIMMH YYacTHE B OLEHKE HK3aMEHALMOHHOIO 3a/JaHMs, W BBIHECEHO B
OTIENbHBIN NOKyMEHT. JlaHHBI JOKYMEHT, KaK M CXE€Ma OLICHKH, SIBISIETCS OOBEKTOM

BHeceHust 30% n3MeHEeHMUIA.

I ——
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Kondurypauus xocTon
1)  HactpoiiTe nMeHa XOCTOB B COOTBETCTBHH C JlMarpaMMoii.
2)  VYcranosure cieaytoniee [10 na BCE BupTyaibHbIe MallIAHBL:
a) Tcpdump
b) Net-tools
c¢) Curl
d) Vim
e) Lynx
f) Dhclient
g) Bind-utils
h) Nfs-utils
1) Cifs-utils
J) Sshpass
3)  Haxocrax copmupyiite daiin /etc/hosts B coorBercTBuu ¢ Jlmarpammoii
(xpome anpeca xocta L-CLI-A). Jlannsiii (aiin Oyaer npuMeHsThCS BO BpeMs
IIPOBEPKHU B ciryuyae HepoctynHoctd DNS-cepBucos. [Iposepka no IP-agpecam
BBITIOJTHATHCS HE OY/IeT.
4) B ciyuae xoppekTHOH paboTsl DNS-cepBrcoB orBeThl DNS 10/KHBI HIMETh
0oJiee BBICOKUI MPUOPUTET.

5)  Bce xocmul 00icHbl Oblmb 0ocmyntbl akkayumy root no SSH na

cmaunoapmuom(22) nopmy

Kondurypauus cereBoii MHHPPaCTPYKTYypbI
1)  Hacrpoiite IP-anpecaruio Ha BCEX xocTax B COOTBETCTBHH C

JlnarpamMMon.
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2)  HactpoliTe cepBep NpOTOKOJIA TUHAMHYECKON KOHPUTYpAITUH xocr%?gigkﬂéﬂs
L-CLI-A u L-CLI-B
3) B kauectBe DHCP-cepBepa opranmsanuu LEFT ncnons3yiite L-RTR-A.

a) Hcmonp3yiite myn agpecos 172.16.100.65 — 172.16.100.75 pyst cetu L-
RTR-A

b) HUcnons3yiite myn agpecos 172.16.200.65 — 172.16.200.75 aus cetu L-
RTR-B
4)  Hcnoassyere aapec L-SRV B xauecTBe anpeca DNS-cepsepa.

5)  Hactpoiite DHCP-cepBep Takum odpazom, uroOsl L-CLI-B Bcernma momydan
(¢ukcupoBanHbiii [P-anpec B cooTBeTcTBUM C J{Marpammoii.

a) B kadecTBe nuII03a 1Mo yMOJYaHUIO UCTIOJB3YHTE aapec naTepdeiica
COOTBETCTBYIOILIETO MaplIPyTU3aTOPa B JOKAIBHON CETH.

6)  Hcmonesyiite DNS-cyhduxc skill39.wsr.

a) DNS-3anwucu tTuna A u PTR cOOTBETCTBYIOIIETO XOCTA JOJIKHEI
OOHOBIIATHCA MpH nonydeHuu uM aapeca ot DHCP-cepsepa.

7)  Ha L-SRV nacrpoiite cinyx0y pa3pemieHus JOMEHHBIX UMEH

a) Cepgep moimKkeH 00CTykuBaTh 30HY skill39.wsr.

b) ComocraBieHne KIMEH OpraHU30BaTh B COOTBETCTBHHU ¢ Ta0uiei 1.

C) 3ampochl, KOTOPBIE BBIXOIAT 32 PaMKH 30HBI sKill39.wsr T0JDKHBI
nepecbuiatbest DNS-cepBepy ISP. Jliist mpoBepkr MCHOJIB3YHTE TOMEHHOE UM
ya.ru.

d) Peanusyiite nmoanepxkky pasperieHus: 0OpaTHOMN 30HBI.

e) daiinbl 30H pacroiarate B /opt/dns/

8) Ha L-FW u R-FW nactpoiiTe nHTepHET-1ITI03bI 1711 OpTraHU3al|H
KOJUIEKTUBHOTO A0cTymna B HTepHeT.

a) HactpoliTe TpaHCISIMIO CETEBBIX a[peCOB M3 BHYTPEHHEH CETH B aJipec
BHEIITHETO HHTEepdeiica.

b) Opranmsyiite noctymHocts ceppuca DNS Ha L-SRV no BHemHeMy ajipecy

L-FW.
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¢) Cepsep L-FW nomken nepenanpaniisath BHelrHre DNS 3ampochl OT\%EFE“S
CLI na L-SRV. www.skill39.wsr nomxken nmpeoOpa3oBbIBaThCS BO BHEIIHHM a/Ipec
R-FW.
Ciyx0bl IeHTPAJIU30BAHHOI0 YIIPABJIEHUS H )KYPHAJTUPOBAHUS
1)  Pasepuute LDAP-cepBep /i opraHu3aniy HeHTPAITU30BaHHOTO
yIpaBJICHUs] YYETHBIMU 3aITUCSIMU
a) B kauectBe cepBepa BeicTymnaet L-SRV.
b) YueTHble 3amucu co3aaTh B COOTBETCTBHHM ¢ Ta0nuiei 2.
¢) I'pynnei(LDAP) 1 nonbs3oBateneii co3aath B cCOOTBeTCTBUU ¢ Tabnuiei 2.
d) L-CLI-A, L-SRV u L-CLI-B nomxus! ayrenTudunmpoBarbes yepe3 LDAP.
2)  Ha L-SRV opranusyiite IIeHTpaIHN30BaHHBINA COOp KYPHAJIOB C XOCTOB L-
FW, L-SRV.
a) JKypHaisl JODKHBI XPaHUTBCS B TUPEKTOpHH /opt/logs/.

b) XKypuanupoBaHue T0JKHO TPOU3BOIUTCS B COOTBETCTBUU ¢ Tabmuiei 3.

Kondurypauus ciry:x0 y1ajJeHHOro 10CTyna
1)  Ha L-FW nHacrtpoiiTe cepBep yIaJIEHHOrO JOCTyIa Ha OCHOBE TEXHOJOTHH
OpenVPN:
a) B kauectBe cepBepa BeicTymaer L-FW
b) [TapameTpsl TyHHEIS.
) Ycrpoiicteo TUN.
i)  IIporoxon UDP.
i)  ITpumensieTcs cxarue.
Iv) Iloprt cepBepa 1122.
¢) KnroueBas nndopmarus 10/0KHa ObITh cCreHeprupoBaHa Ha R-FW.
d) B kadecTBe aapecHOro MPOCTPAHCTBA  MOJKIIOYAECMBIX  KJIMEHTOB
HCIIOJIh30BaTh ceTh 5.5.5.0/27.
e) XpaHeHne Bcel He0OXoauMON (KpoMe KOH(PHUTypalMOHHBIX (HaiIoB)

uH(pOopMaIMK OpraHu30BaTh B /opt/vpn.
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f) TonkmOYMBIIUIICS KJIMEHT OJIKECH ObITh aBTOMATHUECKU CKOHq)Hrymg?iﬁMk
Ha ucnoyibzoBanue DNS-uHdpacTpyKTyphl NpenpusiTHsI.
2) Ha OUT-CLI wnHacTpoiiTe KIMEHT YAaJEHHOTO JOCTylla Ha OCHOBE
texHosnoruu OpenVPN:
a) 3amycK yTAJIEHHOTO TMOJKIIOYCHHS JOJDKEH BBIMONHITECS CKPUIITOM
start_vpn.sh
) OtkmoueHue VPN-TyHHeNs JIOJDKHO — BBIMOJHSATHCA — CKPUIITOM
stop_vpn.sh.
1)  CkpunThl JOJDKHBI pacrojaraTbes B /opt/vpn.
Il)  CkpunThl JAODKHBI BBI3BIBATBCSA W3 JIIOOOTO Karajora 0e3 yKazaHus
MyTH.
Iv) Hcnonp3ylTe CHeAyroluid KaTaJor I pachojoxeHus (HaiioB
CKpHUIITOB /opt/vpn/.
3)  Hacrpoiite 3anuieHHbIH kaHal nepeaadn JaHHbix Mexay L-FW u R-FW ¢
nomonibio Texnonorun [IPSEC:
a) [MapameTpsr momuTHKY repBoi ¢a3er [PSec:
) [TpoBepka nemoctHOCTH SHA-1
i)  [udposanue 3DES
i)  I'pynmna Juddu-Xemmana — 14 (2048)
IV)  Ayrentudukanus no odmemy kimouy WSR-2019
b) IMapameTpsl npeoOpazoBanus Tpaduka ais BTopoit ¢assr [PSec:
) [Tpotokon ESP
i)  [udposanue AES
i)  IIposepka nenocrtaoctu SHA-2
C) B kauectBe Tpadumka, paspemicHHOro k mepemaude depe3 IPsec-TyHHens,
noJKeH ObITh ykazad Tonbko GRE-Tpaduk mexny L-FW u R-FW
4)  Hacrpoiite GRE-tynnens mexay L-FW u R-FW:
a) HMcnonp3yiite cienytornyto aapecanuto BHyTpu GRE-TyHHE5:
) L-FW: 10.5.5.1/30
i) R-FW:10.5.5.2/30
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5) HacrpoiiTe IWHAMHYECKYIO MAapIIPyTH3AIMIO IO MPOTOKOIY %@%Fkllb
ucnoJjib3oBaHueM nakera FRR:
a) AHOHCHUpYWTE BCE CETH, HEOOXOAUMBIC ISl TOCTHIKEHHUSI ITOJTHOW CBSI3HOCTH.
b) IIpuMeHeHNE CTATUYECKUX MAPIIPYTOB HE TOMYCKACTCA.
c) B oomene mapmipytHo# nHpopmarmen yaactByor L-RTR-A, L-RTR-B, R-
RTR, L-FW u R-FW.
d) CocenctBo u oOMeH MapuipyTHoW uHpopmaruerd mexay L-FW u R-FW
JOJKHO OCYILIECTBIIATHCS UCKIIOUUTENBHO Yepe3 HacTpoeHHbIl GRE-TyHHENb.
€) AHOHCHpY#HTEe ceTH JIoKaiabHbIX nHTEepdeiicoB L-RTR-A u L-RTR-B.
6) Ha L-FW nactpoiite ynaaeHHbIN AOCTYII 10 npotokory SSH:
a) JlocTyn orpaHuueH moyib3oBaTessiMu ssh_p, root u ssh ¢
) B kadectBe maposns moJib30BaTedb (KpoMe T1oot) HCIOIb30BaTh
ssh_pass.
i)  root HCIOJIBL3yeT CTAHIAPTHBIN ApPOJIh
b) SSH-cepBep nomkeH padboTath Ha MOPTY 22
7)  Ha OUT-CLI HacTpoiTe KIHEHT yaaieHHoro goctyna SSH:
a) Moctyn x L-FW u3 mon JiokaJbHOW yYeTHOW 3alUCH root MoJ| y4eTHOM
3aMuChI0 SSh_p IOJKEH MPOMCXOAMUTH C MOMOIIbI ayTEeHTU(PHUKALUU HAa OCHOBE

OTKPBITBIX KIIFOYEH.

Kondurypaunus Bed-ciayxo
1)  Ha R-SRV ycraHoBute u HacTpoiite BeO-cepBep apache:

a) HactporiTe BeO-caliT 1151 BHEIIHETO 1MoJIb30BaHus WWW.SKill39.wsr.

) Hcnonw3yiiTe mupekToputo /var/www/html/out.
i)  Hcnone3yiite mopt 80.
Iii)  CaiiT mpemoCcTaBIsAeT JOCTYII K ABYM (aiiiam.
2)  Joxymenrt index.html momken comepxarh:
a) “Hello, www.skill39.wsr is here!”

3)  Hoxymenrt date.php (uconasiembrii PHP-ckpunT) 10/mkeH conepkars:
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http://www.skill39.wsr/

M
a) BrizoB ¢ynkiuu date("Y-m-d H:i:s') \évorld skills

Kondurypauus cy:x0 XxpaHeHHs1 JAHHBIX

1)

2)

PeaHHSYﬁTC CHUHXPOHHN3AIIUIO KATAJIOI'OB HAa OCHOBC JICMOHA I'SYIlCd.

a) B kadecTBe cepBepa CHHXpPOHM3AIMH UCTIONB3yeTcs L-SRV.

|) I[JI?I pa6OTBI CUHXPOHHU3AIINHN COSI[&IZTG CIICOUAJIBHOT'O ITOJIB30BATCIIA

mrsync

B xauecTBe napoJis HCoIb3ynTe toor.

a) I{OMaHIHI/Iﬁ KaTajJdor JaHHOI'O IIOJIB30BaTCIA JOJIXKCH OBITH PacCIIOJIOKECH B

/opt/sync/. JlaHHBII KaTaaor UCHOJIb3YHUTE KaK KaTaJlOT CUHXPOHU3AIUN

b) JlomamHuii Karajgor HE JO/DKEH COJepXaThb HUKAKOH IMOCTOPOHHEH

uHbOopMaIuu.

C) Jlnst BBIMIONHEHUS CUHXPOHU3AIMH CO3JAlTe ISync-TOJIbh30BaTENsS SyNnc C

napoJjem parol666.

3)

d) Moaxmrouenne k rsyncd TOHKHBI OBITh Pa3peIICHbl HCKIIOYUTEIBLHO OT

kimentoB L-CLI-A u L-CLI-B

B xauectBe xknuenToB ucnomnbsiytores L-CLI-A u L-CLI-B
a) CHHXPOHH3HPYEMBIN KaTaJIOT pacroJjaraeTcs 1Mo ajapecy /root/sync/
b) Karanoru 10JKHBI OBITH 3epKaIbHO UACHTUYHBI IO COACPKHUMOMY.
C) PeanusyiiTe CHHXPOHHU3AIMIO B BUJIE CKPUIITA:

) CkpunT HaxOoIUTCA 110 aapecy /root/sync.sh

i)  ABToMaTtu3amus ~ CKpUNTa  peajd30BaHa  CPEICTBAMHU
I10JIb30BaTES r00t.

Iii)  BsImonHeHNWE IPOU3BOAUTCS KAKIYIO MUHYTY.

Koundurypauus napameTpoB 0e30aCHOCTH U CJIYKO0 ayreHTH(PUKAIUT

1)

Hacrpoiite CA na R-FW, ucnonb3ys OpenSSL.
a) Wcnonp3yiite /etc/ca B kauecTBe KOpHEBO# qupekropun CA
b) Atpubytbl CA HOKHBI OBITH CICTYIOITUMHU:
) Crtpana RU

DE
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i)  Opraamzamus WorldSkills Russia \é\ggg!g sﬁ“s
1)  CN momken ObITh ycTaHoBlieH kKak WSR CA
c) Cosnaiite kopHeBol cepTudurar CA
d) Bce kiMeHTCKUE OnepallMOHHBIC CUCTEMBI JOJDKHBI 0BepsTh CA
2)  Hacrpoiite MmexceteBoii 9kpaH iptables Ha L-FW u firewalld na R-FW
a) 3amperuTe npsAMoe Tonaaanue Tpaduka u3 cereit B Internal
b) Paspemmre yaaneHHbIC MOJIKIIOYCHUS ¢ wucnoyib3oBanueM OpenVPN Ha
BHEUTHUI nuHTepdeiic mapmpyruzaropa L-FW
) Paspemure HeoOxoauMmeiii Tpaduk mias co3ganus IPSec u GRE TyHHeneit
MEXIYy OpraHA3alUsIMU
d) Paspemmre SSH moakimroueHust HA COOTBETCTBYIOIIUN TTOPT
e) Jlns VPN-KIUCHTOB MOJKEH OBITh MPEIOCTABICH IMOJHBIA JOCTYI K CETH
Internal
f) Paspemmte HeoOXxoaumeIit Tpaduk k cepBepam L-SRV u R-SRV st paboThl
HAaCTPOCHHBIX CEPBUCOB.
g) OcTtanbHbIE CEPBUCHI CIEAYET 3aPETUTh.

h) B otHomiennu Bxoasamux (u3 BHemnHer cetr) ICMP 3anpocoB moctynars 1o

CBOEMY YCMOTPEHHIO

Tao6auua 1 — DNS-umena

Xocr DNS-nms

L-CLI-A APTR: I-cli-a.skill39.wsr

L-CLI-B A,PTR: I-cli-b.skill39.wsr

L-SRV A,PTR: I-srv.skill39.wsr
CNAME: server.skill39.wsr

L-FW A: I-fw.skill39.wsr
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R-FW A: r-fw.skill39.wsr
CNAME: www.skill39.wsr
R-SRV A,PTR: r-srv.skill39.wsr

Taoauna 2 — Yuetssle 3anucu LDAP

I'pynna CN IHapoan
Admin tux toor
Guest user P@sswOrd

Tabumua 3 — [IpaBuna KypHaIUpOBaHUs

\;
worldskills
Russia

YpoBeHb KypHaja
HcTounuk dDaiia
(cTporoe cooTBeTCTBHE)
L-SRV auth.* /opt/logs/<HOSTNAME>/auth.log
L-FW *.err /opt/logs/<HOSTNAME>/error.log

*<HOSTNAME> - na3zBanue TUPEKTOPHUH JIJIS KYPHATUPYEMOTO XOCTa

**B nupexkropuu /opt/logs HE TOIKHO OBITH PailioB, KPOME T€X, KOTOPbIE YKa3aHbI B

Tabnuie
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JIMATPAMMA BUPTYAJIBHOM CETU

R-5RV
I

g
I

L-SRV

172.16.35.030

172.16.200.0.24




Monyns B: «Ilyckonananka undpactpykrypsl Ha ocHoBe OC cemerictBa Windowsy
Bepcus 2 or 31.07.19.

BBEAEHUE
Ha BeinosiHeHME 3a1aHusl OTBOAUTCA OIPAHUYEHHOE BpeMs — IMOJYMaWTe, Kak

UCIIOJIb30BaTh €ro MakcUMaibHO 3¢ dekTuBHO. CoCTaBbTe IJIaH BBIMIOJHEHUS PalOoT.
BrionmHe BO3MOXXHO, YTO IS TOJTHOH pabOTOCIIOCOOHOCTH CHUCTEMBI B UTOTE NECUCTBUS
HY>KHO BBITIOJIHATh HE CTPOrO B TOW MOCJENOBATEIBHOCTH, B KOTOPOM OHHU ONUCAHBI B
JAHHOM DK3aMEHAMOHHOM 3a/IaHUH.

B pamkax jereHabl 5K3aMEHAllMOHHOIO 3a/aHusl Bl — CHUCTEMHBIN aJIMUHUCTPATOP
KOMITaHUH, Haxosiieics B roposie Kazans. B rmaBHOM oduce Bbl ympaBisieTe JOMEHOM
Kazan.wsr. Bam He00X0AMMO HAaCTPOUTH CEPBUCHI B JOKAIBHOW CETU TOJIOBHOTO O(uca.

Kommanusi, B KOTOpOil BeI paboTaeTe, XOUeT BBIMTH Ha pbIHKU ceBepHOU EBpombl. s
ATOr0 OHA YCTAHABIIUBAECT MMAPTHEPCKUE OTHOIIEHUS C OJHON U3 KOMITAHUM, HAXOASAILIEHUCS
B Cankr-IlerepOypre. Bam Hy:XHO TOMOYb aJMUHHUCTPATOPY MNAPTHEPCKOW KOMITAHUH C
HACTpOIiKoi cBoero nomeHa (SPB.wse), a moToM HACTpOUTH MEXIYy JOMEHAMH JI0BEPHE.

Taxxxe Bam mnpeiacTouT HACTPOUTH KaHAJ CBSI3M MeXAYy oducamMu ¢ MOMOIIbIO
CTaTUYECKUX MapLIPYTOB.

BHuMarenbHO mpouTHuTe 3aJaHMe OT Hayala JO KOHIA — OHO MpPEeJICTaBiseT coOOM
LEJIOCTHYIO cucTemy. [Ipu mepBoM AocTyne K ONepallMOHHBIM CUCTEMaM JIM0O CleayuTe
YKa3aHUAM MacTepa, 1100 UCIIOJIb3YUTE cieayronme PEKBU3UTHI:
Administrator/P@sswOrd.

Ecmu npenocraBieHHble BUPTyaldbHbIE MAIlIMHBI HAYHYT CaMOIIPOM3BOJIBHO
OTKJIIOYAThCs B TIporiecce paboThl, MONpoOyiTe BRIIOIHUTE Ha HUX KoMaHy sImgr /rearm
WM OOpaTUTECh K TEXHUYECKOMY IKCIIEPTY.

KOMIVIEKTAIIUA DK3AMEHAILIMOHHOTI'O 3AJJAHUSA
1. TexkcroBble (aiiibl:

o JIAHHBIN (aii ¢ DK3aMCHAIMOHHBIM 33JJaHUCM;
o (aiin 1onoHEeHUM K DK3aMEHAITMOHHOMY 3aJIaHUI0, COJEP KAIIHl: OTTUCAHUE
BHUJA MPEIYCTAHOBOK, ONMKMCAHHUE MCIIOJIb3YEMBIX ONEPALMOHHBIX CUCTEM, a4 TAKKE

PEKOMCHAAIIWMHU 10 BBIACICHUIO PECYPCOB AJIA BUPTYAJIbHBIX MalllHWH.



M
2. TlporpamMmmHOe oOecrieueHue: worldskills

Russia
« Windows10.ADMX.

Y4yacTHUKM He HMMEKT NpaBa MO0Jb30BATHCHA JHOBIMH YCTPOMCTBAMH, 34
HCKJII0YEeHUEeM HAXOASIIMXCA HAa pado4uxX MecTaxX YCTPOMCTB, NMPeI0CTABJIEHHBIX
OpPraHu3aTOpPaMM.

Y4yacTHMKM He HMEKT NpPaBa NPUHOCHTH C co00ii Ha padouyee MecTO 3apaHee
NMOAr0TOBJIEHHbIE TEKCTOBbIE MATEPHAJIbI.

B wurore y4yacTHMKH JO/KHbI o0ecre4uTh HajJuuve W (PYHKIHOHUPOBAHHWE B
COOTBETCTBHM C 3aJJaHHEM CJIYK0 M poJieil Ha YKa3aHHbIX BUPTYaJbHbBIX MAILIMHAX.
IIpu 3TOM y4YaCTHHKH MOIYT CaMOCTOSITEIbHO BBIOMPATh CIOCO0 HACTPOMKH TOIO
WIN WHOT0 KOMIIOHEHTA, MCIOJIb3ys NpeJoCTABJEHHbIE MM Pecypchbl M0 CBOEMY

YCMOTPEHHIO.
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Hactpoiika DC1 \évor!d sﬁ“s
ussia

ba3oBas HacTpolika

1) nepeuMenyire komnerotep B DC1;

2) B KauecTBe aapeca DC1 ucnosnp3yiiTe nepBblid BO3MOXHBIN apec U3 MOACETH
172.16.19.64/26;

3) obecrnieubTe paboTocmocodbHOCTh MpoTokoia ICMP (mnga ucnonb3oBaHus
KOMaH/IbI ping), mipu 3ToM Windows Firewall moymkeH ObITh BKITFOUEH /IS BCEX CETEBBIX

npodue.

Active Directory

1) caenaite cepBep KOHTpoiuiepom gomeHa Kazan.wsr.
DHCP
1) Hactpoiite potokoia DHCP s aBTokoHGUTYpaliuy KIMEHTOB — B KAUECTBE

JMarna3oHa BbIIABAEMBIX aJPECOB HCIMOJIB3YWTE BCE HE3AHSATHIC CEPBEpAMHU aJpeca B
MMOICETH;

2) Hactpouite failover: mode — Load balancer, partner server — SRV1, state
switchover — 5 min;

3) HaCTpONTE TOMOJIHUTENbHBIE cBOMcTBa oOnactu (ampeca DNS-cepBepoB u

OCHOBHOTO IILJTI03a).

DNS
1) HaCcTpONTE HEOOXOMMBIE 30HBI TIPSIMOTO U OOPATHOTO MTPOCMOTPA;
2) co3maiite Bce HeoOxonumble 3anucu tuna A u PTR mis cepBepoB nomena u

HEOOXOIMMBIX Web-CEepPBUCOB;

3) obecrieubTe pa3penieHne UMEH CaiTOB 00eHX KOMITaHHM.

GPO
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1) 3aMpeTUTe aHUMAITUIO TIPH IIEPBOM BXOJI€ MOJIb30BaTENICH B CHCTeMyﬁE%glgﬁd?@k
KJIMEHTCKUX KOMITbIOTEpaxX JOMEHA;

2) wienpl Tpynnel [T  momkHBI OBITH WICHAMH TPYIIBI  JIOKAJTBHBIX
aJIMHHHACTPATOPOB Ha BCEX KIIMEHTCKUX KOMITBIOTEpaxX JTOMEHA;

3) B Opaysepax IE Explorer u Microsoft Edge nomkna ObITb HacTpoeHa
CTapToOBas CTpaHMIIa — WWW.Kazan.wsr;

4) MOJIb30BATEIM JIOMEHA MpH OOpalieHud K OOIMMM TMamkaMm, Ha JOCTYI
KOTOPBIM y HHUX HET pa3pelieHui, TOJDKHBI TOJy4yaTh BMECTO CTaHIApTHOTO
yBeJIOMJICHHE ciieaytoniero Buaa: «Y ou do not have permissions to use this path - [myTh

k nmanke]! Do not try it again!».

JJIeMeHTBhI JOMEHHOIl HHPPACTPYKTYPbI

1) coznairte noapazaenenus: I'T u Sales;

2) B COOTBETCTBYIOIIMX ITOAPA3JEICHUSAX CO3/alTe OJHOMMEHHBIE JOMEHHBIC
IPYIIIBL.

3) B K@KIOM TpyIIIe CO3AanTe ¢ moMOoLIbIo ckpunta 1o 30 nosp3oBarenei. Bee

YUETHBIE 3aIIMCH JOJKHBI UMETh BO3MOKHOCTh BX0/1a B IOMEH C JJIOTUHOM, CO3/IaHHBIM
o CIIeAYIOIIEMY mabJIoHy
Haszseanuel pynnot_IlopsoxoewviiiHomepllonvzosamena@kazan. wsr. B  kauectBe
napoJs ucnoib3yire P@sswOrdX, riae X — Homep nosb3oBartens Bee yueTHbie 3anucu
MOJIb30BaTeNICH TOJDKHBI ObITH BKIIIOUEHBI. BX01 B cucTeMy J0KeH ObITh 00ecreueH
JUIsL BCEX TOJIb30BATENIE CO BCEX KIMEHTCKUX KOMIIBIOTEPOB JOMEHAa U PSAIOBBIX
CEpPBEPOB.

4) IUIA Ka)XXJI0ro IoJib30Barens, wieHa rpynmsl [T, co3pmaiite aBTOMaTu4yecKu
MOJKII0YaeMYI0 B KauecTBe aucka U:\ TOMaIIHIO MankKy BHYTPH MalKd 10 aapecy
SRV1—d:\shares\IT;

5) BCE MOJIb30BATEM MIPU NIEPBOM BXOJE€ B JOMEH ¢ KoMmbtoTepa CLI1 noiKHbBI

BUJICTh Ha pabodeM CTOJIe SIPJIBIK TIporpamMmbl Kansvkyiamop.

Hacrpoiika SRV1
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ba3oBast HacTpolika

1) nepeumenyiite komnsorep B SRV1;

2) B KauecTtBe anpeca SRVI1 wucnonb3yiiTe BTOpOM BO3MOXKHBIM aapec u3
nojcetn 172.16.19.64/26;

3) obecrnieubTe paboTocmocoObHOCTh MpoTokoia ICMP (mng ucnonb3oBaHus
KoMaH Ibl ping), mpu 3ToM Windows Firewall nomkeH ObITh BKITIOUEH J1JI BCEX CETEBBIX
npodurei.

4) C TIOMOIIBIO JOIMOJHHUTEIBHBIX KECTKUX ITUCKOB co3maiite RAID-5 maccus;

Ha3HaybTe eMy OykBy D:\.

Active Directory

1) cIenanTe cepBep AONMOJHUTEIBHBIM KOHTPOJUIEPOM ToMeHa Kazan.wsr;

2) CepBep JI0JBKEH OBITh KOHTPOJIJIEPOM JJOMEHA TOJIBKO JJI YTCHUS.
DHCP

1) Hactpoiite nporokoia DHCP nnst aBrokoH(buUrypanuu KINEHTOB;

2) Hactpouite failover: mode — Load balancer, partner server — DC1, state

switchover — 5 min.

DNS
1) caenaiite cepBep gononaHutenbHbIM DNS-cepBepoM B noMene Kazan.wsr;
2) 3arpy3ute ¢ DC1 Bce 30HbI IPSMOTo U 00paTHOTO NPOCMOTPA;

O0mme nanku

1) co3maiite ob6mme mnanku s noapaszaenenuit (IT, Sales) mo aapecy
SRV1—d:\shares\departments. IIpocmatpuBaTh ¥ peaakTUpOBaTh (Haiiabl B IMamkax
MOTYT TOJIbKO YJICHBI COOTBETCTBYIOIICH TPYIIIIHI.

2) oOecrieubTe TIPUBS3KY OOIIEH ManmKy MOApPAa3ACICHUsS K COOTBETCTBYIOMICH

rpyIie noibp3oBarenel B kauectse nucka G:\.
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KBoTbl/®PaiisioBble SKPaHbI

1) YCTAaHOBUTE MaKCHUMAJIbHBIN pazMep B 2 Gb mis KakIoil JoMantHed Manku
nosb3oBarenst (U:));

2) 3alpeTUTe XpaHeHWEe B JOMAIHUX TMankax TMojb3oBaTenell (aiinoB ¢
pacHIMpeHUs MU .mp3 U .wav; y4TUTe, 4TO (Pailiibl OCTaNbHBIX TUIIOB TOJIb30BATENIN

BIIpaBC XPAaHUTH B JOMAIIIHHUX ITAIIKadX.

1S
1) CO3/IAlTE CAUT KOMIIAHMM CO CTapTOBOM CTPAHULEH CJEAYIOLIETO
COZIep/KaHUs:
<html>
Welcome to Kazan!
</html>;
2) CalT JI0JKEH OBITh JOCTYIIEH M0 UMEHU WwW.Kkazan.wsr 1o nmpotokojiaM http

u https B 000uX ceTeBbIX CErMEHTaxX C HCIOJb30BAHHEM CEPTU(UKATOB, BBIAAHHBIX

DCA.

Hacrtpoiika DCA

ba3oBas HacTpoiika

1) nepenMenyiite kommbtoTep B DCA;

2) B KauecTBe aapeca DCA ncnosib3yliTe TpeTU BO3MOXKHBIN aJIpecC U3 MOICETH
172.16.19.64/26;

3) obecrieubTe paboTocmocobHOCTh TpoTokoida ICMP (ana ucnonb3oBaHus
KoMau bl ping), mpu 3ToM Windows Firewall 1omkeH ObITh BKITFOUEH )11 BCEX CETEBBIX
npoduieii;

4) MPUCOEAUHUTE KOMIIBIOTED K AJoMeHYy Kazan.wsr.

Cayx0b1 cepTupuKanuu
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1) YCTaHOBUTE CITyKObI CepTUPUKALNHY; worldskills

Russia
2) HACTPOMTE OCHOBHOM JJOMEHHBIN IIEHTP CepTU(HUKAIUY;
3) uMs 1ieHTpa ceprudukanun — RootKazanCA;
4) CPOK JiericTBUs cepTudukaTa — 8 JIeT;
5) HACTpOWTEe MIA0JIOH BBIIABAEMOro  cepTudukara g  KIMCHTCKUX

kommbproTepoB ClientComps: subject name=common name, aBTO3ampoc TOJBKO IS
komnbroTepa R1;
6) HacTpoiiTe mabisoH BbIaBaeMoro ceprudukara ITUsers:  subject

name=commaon name, aBTo3anpocC TOJIbKO JJI MOJIb30BaTENICH — YJICHOB I'PVYIIIIBI IT.

Hactpoiika CLI1

ba3oBas HacTpolika
1) nepenMenyire kommetotep B CLI1;
2) obecrnieubTe padboTocmocodHoCcTh mpoTokoja ICMP (mist ucnosb30BaHHS

KoMmaH bl ping), pu 3ToM Windows Firewall nomxeHn ObITh BKITIOUEH 1)1 BCEX CETEBBIX

npoduieii;
3) MIPUCOEIMHUTE KOMITBIOTED K JoMeHy Kazan.wsr;
4) 3alpeTUTE HCIIOJIb30BAHUE «CIISIIIETO PEXUMa» TaKUM 00pa3oM, YTOOBI

MOJIb30BATEIM  JIOMEHA HE MOTIJHM MW3MEHHTh 3Ty HACTpOMKy 0e3 ydacTtus
aJMUHHCTPATOPA JOMEHA;
5) UCIIOJIb3YyWTE KOMIBIOTEP JJII TECTUPOBAHUS HACTPOEK B loMeHe Kazan.wsr:

M0JIb30BaTENIEeH, OOIIMX MaNoK, IPYNIOBBIX MOJUTHK.

Hacrpoiika DC2

ba3oBast HacTpoiiKa

1) nepeuMenyiite kommnbstorep B DC2;
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2) B KadecTBe ajpeca DC2 ucnonb3yiTe nepBbiid BO3SMOXKHBIN aJIpec U3 %%%t@ﬂi
172.16.20.96/27,

3) obecnieubTe padoTocrnocodHocTh mpotokosa ICMP (st ucnosib3oBaHUs
KoMaH 1bl ping), mpu 3ToM Windows Firewall nomkeH ObITh BKITIOUCH I BCEX CETEBBIX

npoduei.

Active Directory

1) cIeNaliTe cepBep KOHTposuiepoM nomeHa SPB.wse;
2) HACTPOWTE JBYCTOpPOHHEE TOBEpHEe JoMeHOM Kazan.wsr.
DHCP
1) Hactpoiite rpotokoia DHCP s aBToKOHGUTYpaliuy KIMEHTOB — B KAUECTBE

JMana3oHa BbIJABAEMBIX aJPECOB MCIOJB3YWTE BCE HE3aHATHIE CEpPBEpaMM ajpeca B

[IOJICETH.
DNS
1) HACTpOITe HEOOXOIMMBIE 30HBI IPSIMOTO U OOPATHOIO MTPOCMOTPA;
2) co3faiiTe BpyuHyto Bce HeoOxonumble 3anucu Tuna A U PTR s cepepoB

JIOMEHA U HEOOXOIUMBIX Web-CEepBUCOB;

3) obecrieubTe pa3pelnieHne UMEH CaliTOB 00erX KOMITaHHM.

JJIeMeHTHhI JOMEeHHOIl HHPPACTPYKTYPbI

1) CO3aliTe Y4YeTHYH 3amuch mojb3oBarens jpomena Userl\P@ssword,
UCIIOJIB3YHTE IpymiTy 1Mo ymoiyanuto — Domain Users.

2) JUISL BCEX IMOJIb30BATEIbCKUX YYETHBIX 3alUCEd B JOMEHE HCIOJIb3YUTE
nepemMeniaeMbie Npopuiu;

3) JUTsT XpaHeHus npoduiiel moap30BaTeNell MCIONMb3yHTe OOIyI0 ManKy o
anpecy SRV2—c:\profiles;

4) KQXKJIbI MOJBb30BaTENb JIOJDKEH UMETh JOCTYyH K (ailiaM TOJIBKO CBOEro

npodwist; Mpu OOpaIlleHUd K YKa3aHHOW OOIIEeH Manke CpPeiCTBAMH IMPOTPAMMBI
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IIpo6ooHux TONB30BaTENb JOJKEH BHUJIETh B CIUCKE TOJBKO IANKYy C ugggdﬂlli

npodueM.
GPO
1) HACTPOUTE HEOOXOIUMBIC TOJMTHUKH, OOECIEUMBAOIINE WCIOIb30BAHKE

cepBepa DCA kazan.wsr B KadecTBE JOBEPEHHOT'O LIEHTpa cepTuduKauu.

Hacrpoiika SRV2

ba3oBas HacTpolika

1) IIEpENMEHYNUTE KOMITbIOTEP B SRV2;

2) B KauecTtBe aapeca SRVI1 wucnonb3yilTe BTOpPOM BO3MOXHBIN aJapec U3
noacetu 172.16.20.96/27;

3) obecrnieubTe paboTocrmocodHOoCcTh mpoTokoja ICMP (s ucmosb30BaHHS

KoMaH Ibl ping), ipu 3ToM Windows Firewall 1omkeH ObITh BKIIIOUEH JJI BCEX CETEBBIX

npoduiiei;
4) MPUCOEIMHUTE KOMITbIOTED K JoMeHy SPB.wse.
1S
1) CO3JalTE CAaUT KOMIIAHWMW CO CTapTOBOM CTPAHUIIEH CJEAYIOIIETO
COAEPKAHMUS:
<html>
Welcome to Saint-Petersburg!
</html>;
2) CaMT JOJDKCH OBITh JOCTYIICH MO UMEHH WWW.SpPh.WSe, mo mpoTtokoiaMm http

https B 000uX CETEBBIX CErMEHTaX C HMCIOJIb30BAHUEM CEPTHU(PUKATOB, BBIAAHHBIX

DCA.

Hactpoiika CLI2
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Ba3oBasi HacTpoiika worldskills
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1) nepeumenyrre komnsrotep B CLI2;
2) obecnieubTe padoTocnocodHocTh mpotokosa ICMP (st ucnosib3oBaHMsS

KoMaH/IbI ping), ipu 3ToM Windows Firewall qomken ObITh BKIIIOUEH JIJISl BCEX CETEBBIX

npoduneii;
3) PUCOSAMHUTE KOMIIbIOTEP K JoMeHy SPB.wse.
4) 3aMpPETUTE HCIIOJIb30BAHNUE «CISIIIEr0 PEeKMMa» TaKUM 00pa3oM, 4YTOOBI

MOJIb30BAaTEIM JIOMEHAa HE MOIJM U3MEHUTh 3Ty HACTPOlKy 0€3 ydacTus
aJIMMHHCTPATOpa JOMEHA;

5) MCIIONIE3YHTE KOMITBIOTEP JJI1 TECTHPOBAHUS HACTPOEK B ToMeHe SPB.wse.

Hacrpoiika R2

ba3oBast HacTpoOiiKa

1) MeperuMeHynTe KoMIboTep B R2;

2) 3a/1aiiTe HACTPOUKHU CETH CJICAYIOIIMM 00pa3oM: JIJIsi CETEBOro UHTepderica,
MOAKJIIOUYCHHOT0 K KoMmytaropy ISP, mcmompsyiite ampec 200.100.100.1/30; nus
ceTeBoro aapeca B nojcetu SPB.WSe ucmoas3yiTe mocaeaHuil BO3SMOXKHBIN apec u3
HCTIOJIb3YEeMOr0 aJpeCcHOr0 MPOCTPAHCTRA;

3) obecrieubTe paboTocmocodbHOCTh TpoTtokoia ICMP (mna ucnonb3oBaHus
KoMmaH bl ping), mpu 3ToM Windows Firewall nonxeH ObITh BKITIOUEH JIJIs1 BCEX CETEBBIX
npoduici;

4) MPUCOEIMHUTE KOMITbIOTED K JoMeHny SPB.wse.

Hacrpoiika RRAS
1) ycranoBute city:k0y RRAS;
2) HACTPOMTE CTaTUYECKHUE MapUIpyThl IS CBSI3U C CETEBBIM CEIMEHTOM B

Kazanu.
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Hacrpoiika R1 worldskills

Russia
Bba3oBas HacTpoiika
1) nepenuMenynTe koMnetoTep B R1;
2) 3a/1aliTe HACTPOUKH CETH CIIEIYIONTUM 00pa3oM: I CETeBOTO MHTEep(deiica,

NOJKJIIOYEHHOTO0 K TMOJKIIOYEHHOTO K KomMmyTtatopy ISP, wucnons3yiite anpec
200.100.100.2/30; nys ceTeBoro aapeca B mojaceTu Kazan.wsr uCIoab3yiTe MOCIeTHUMA
BO3MOKHBIN a/ipec U3 UCIOIB3YEMOT0 aIpECHOr0 MPOCTPAHCTBA;

3) obecrnieubTe paboTocmocoOHOCTh MpoTokoia ICMP (ana ucnonb3oBaHus
KoMmaH bl ping), mpu 3ToM Windows Firewall nomxeH ObITh BKITIOUEH JJ1S BCEX CETEBBIX
npodunen;

4) IIPpUCOCANHUTC KOMIIBIOTCP K JOMCHY Kazan.wsr.

Hacrpoiika RRAS
1) ycraHoBuTe ciiy’)k0y RRAS;
2) HaCTPONTE CTATUYECKUE MapIIPYThI JJIsi CBA3U C CETEBBIM CETMEHTOM B

Cankr-IletepOypre.
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Monayasb C: «IlyckoHanaaka TeJIeKOMMYHUKALIMOHHOTO 000PY/A0BaHUS
Bepcus S ot 24.09.19.

BBEAEHUE
3HAHHUE CETEBBIX TEXHOJIOTMH Ha CETOAHSIIHUM I€Hb CTAHOBUTCS HE3aMEHUMBIM JUIS

T€X, KTO XOUET NOCTPOUTH YCHENIHYIO Kapbepy B oomactu UT. JlanHOE DK3aMEeHalMOHHOE
3a/laHU€ COAEPKUT MHOYKECTBO 3a/1a4, OCHOBAHHBIX HA ONBITE PEAJbHON IKCILTyaTallH
MH(POPMALIMOHHBIX CUCTEM, B OCHOBHOM MHTETpalMM U ayTcopcuHre. Eciu Bbl MoxeTe
BBIIIOJIHATH 33/IaHUE C BBICOKHM pE3YJbTAaTOM, TO Bbl TOYHO CMOXETE OOCIY>KHBATh
MH(GOPMALIMOHHYIO HH(PACTPYKTYPY OOJBIIOTO MPENPHUATHSL.

OIIMCAHHUE 3K3AMEHALIMOHHOI'O 3AJIAHUA
JlanHOe DK3aMEHALlMOHHOE 3aJaHue pa3padOTaHO C YYETOM pa3iIMuYHBbIX CETEBBIX

TEXHOJIOTUH, COOTBETCTBYIOMMX ypoBHsM ceptudukarmu CCNA R\S 3ananue pa3outo

Ha CIICAYIOMIUC CCKIINU:

» ba3zoBasg HacTpoiika

« Hacrpolika komMyTanuu

« Hactpoiika noaxIroueHH K T100aTbHBIM CETSIM

« Hacrpolika Mmapuipytusaunu

« Hacrpoiika ciryx6

« Hacrpoiika MexaHn3MOB 0€3011aCHOCTH

« Hacrtpolika napaMeTpoB MOHUTOPUHIA U PE3EPBHOIO KONIMPOBAHUS

o KoH(urypauus BUpTyanbHbIX YaCTHBIX CETEH

Bce cekuuu SBASIOTCA HE3aBUCHUMBIMU JIpYr OT Jpyra, HO BMeCTe 00pa3yroT

JOCTaTOYHO CJIOKHYIO CeTeBYI0 HH(pacTpykTypy. HekoTopsie 3amaHusi HOCTaTOYHO
MPOCTHl U TOHATHBI, HEKOTOPbIE MOTYT OBITh HEOUYEBUAHBIMU. MOXHO 3aMETUTh, YTO
HEKOTOpbl€ TEXHOJOTHMH JOJDKHBI paboTaTh B CBSI3KE WJIM TOBEPX JPYrHX
TexHonorud. Hampumep, MoxeTr noapasymeBaTbes, uro [Pv6 Mapuipyruzanus noinkHa
paboTaTh MOBEPX HACTPOCHHON BUPTYaJbHON YaCTHOM CETHU, KOTOpas, B CBOIO OuYepe/b,
J0bkHa paboraTs moBepx IPv4 mapmipytusanuu, KOTopasi, B CBOIO OYepelb, JOJKHA
pabotath noBepx PPPOE u Multilink u T.1. O4eHnb BaxkHO MOHMMATh, YTO €CJIM BaM HE

yaeTcsl pelnTh KaKyo-1100 13 3a1a4 M0 CEpeANHE TAKOTO TEXHOJIOTHYECKOTO CTEKa, 3TO
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HE 3HAYUT, YTO PEIlEHHbIE 3aa4i He OyayT olleHeHbl. Hampumep, eciu Bbl He\é‘yl%ggk&ﬁlb
HACTPOUTh JIMHAMHUUYECKYIO MapiipyTtuzauuto [Pv4, kotopas HeoOxoauma st paOOThI
BUPTYaJbHOW YACTHOM CETH, BbI MOXKETE UCIOIb30BaTh CTATUUECKYIO MAPLIPYTU3ALIMNIO U
IPOJ0JKATh PaboTy HaJl HACTPOMKOW BUPTYaIbHON YaCTHOW CETH M BCEM UTO JOJKHO
paboTtaTh moBepx Hee. B 3TOM ciydae Bbl HE MONyduTe Oaibl 32 JTUHAMHYECKYIO
MaplIpyTH3aIMIO0, HO BbI MOJy4nuTe Oaibl 32 BCE YTO JIOJKHO paboTaTh MmoBepX Hee (B
ciiydae eclid (PyHKIIMOHAJIbHBIE TECTHI TPOUJIEHBI YCIICIITHO).

NHCTPYKIUUA I YHACTHHUKA
B nepByw ouepenb Heo0OX0AMMO NMPOYMTATH 3a/aHHE NMOJHOCTHI0 U COCTABHUTH

AJITOPUTM BBINOJTHEHUs1 pa00ThI. BaM IpeICTONT BHOCUTH U3MEHEHUS B IEUCTBYIOILYIO,
NPETHACTPOCHHYIO CETEBYI0 MH(PPACTPYKTYPY MPEANPHUSATHS, COCTOSAIILYIO U3 TOJIOBHOIO
obpuca HQ u ynanennoro opuca BR1. Oduckr umeror cBsi3b yepe3 nponaitaepos ISP1 u
ISP2. Bbl He uMmeeTe 1ocTyna K 000pyA0BaHUIO IPOBAWIEPOB, OHO OJHOCTHIO HACTPOEHO
U He TpeOyeT NOMOJHUTENBHOrO0 KOH(HrypupoBaHusi. Bam HeoOXoauMo HacTpauBaTh
obopynoBanue npeanpusatus, a umenHo: SW1, SW2, SW3, HQ1, FW1 u BRI.

Y Bac OTCYTCTBYeT KOHCOJBHBIH [JOCTYNl K YCTpoiicTBaM, OyAbTe O4YeHb
BHMMAaTeJIbHbI IPHU BbINOJIHEHUM 3aiaHusi! B ciiydae notepu cBsizu ¢ 000pyI0BaHHUEM,
Bbl Oyznere BHHOBaThl camu. Pa3pemaercss mepe3arpyska 000pya0BaHMsl — TOJIBKO
TEeXHUYECKUMH 7Kcrnepramu. Hampumep, npumeHunu HenpaBuibHbl ACL, KOTOpBIii
3aKpbUI IOCTYM 1O telnet, HO BbI HE YCIENIU COXPAaHUTh KOH(PUTYpAIIHIO.

PykoBoactByititech mocnoBuiieii: Cemb pa3 oTrMepb, OJAMH Pa3 OTpPekb. s
BBINIOJIHEHHUS 3aJlaHus Y Bac ecTh oAHa ¢u3nueckas mamuHa (PC1 ¢ gocrynom no Telnet
U ycTaHOBJIIEHHBIM ASDM), KOTOPYIO BbI IOJ’KHBI UCIIOJIB30BATh B KAUECTBE:

PC2 Buptyansnsiii [IK, Windows 10, Putty. [Tons3oBarens User naponas P@sswOrd

SRV1 Bupryansusiii IIK, Debian mnons3oBarens root mnapois toor, ¢
MIPELYCTAaHOBJIEHHBIMH CEPBHCAMMU

1) SysLog manka myst mpoepku /Cisco Log

2) RADIUS - FreeRadius

3) SNMP — mns mpoBepku ucmonb3yercs makeT Net-SNMP ucnosb3yiite KoMaHy
snmp_test

4) NTP

I ——
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5) TFTP nanka nns nposepku /Cisco TFTP K}%Eg sﬁils

Cnenyer oOpaTWThb BHUMaHHE, YTO 33JaHUE COCTABIECHO HE B XPOHOJIOIMYECKOM
nopsake. Hekoropble ceKIuu MOTyT HOTpeO0OBaTh AEUCTBUN U3 APYTUX CEKLUI, KOTOPbIE
u3noxkeHsl Hike. Hanpumep, 3aganue 3 B cexkuun «Hactpoiika ciyx0» mpeamuchiBaet
BaM HACTPOUTH CIIy>KOy MPOTOKOJIa aBTOMATUYECKOW KOH(UIypallMM XOCTOB, KOTOpasd,
pa3ymeercs, He OyaeT paboTaTh 1oKa He OyAyT BBIIOJIHEHBI HEOOXOIMMbIE HACTPOUKH B
cekuun «Kondurypamus xommyranuu». Ha Bac Bo3maraeTcsi OTBETCTBEHHOCTH 3a
pacnpeziesieHue CBOEro pabo4ero BpeMeHH.

He TpatbTe Bpems, eciii y BaC BO3HUKJIH MPOOJIEMBI C HEKOTOPBIMH 3aaHUsIMU. Bbl
MOXKETE HCIOJIb30BATh BPEMEHHBIE pEIICHHUS (€CIM Yy Bac €CTh 3aBUCUMOCTH B
TEXHOJOTMYECKOM CTEKE) M IMPOJOJDKUTH BBIIIOJIHEHUE APYTUxX 3agad. PexkomeHnayercs
TIIATEJbHO NPOBEPATH PE3YJIbTAThl CBOEH pabOTHI.

VY6enurecs B TOM, YTO Ballll HACTPOMKHU HA BCEX YCTPOMCTBaX GyHKIIMOHUPYIOT MTOCIIE
nepe3arpy3ku BCEro 000py10BaHMsL.

NOJKJIOYEHUE K YCTPOUCTBAM
JIns  mepBOHAUANILHOTO TMOAKJIIOUEHHUS HCMHOJb3ylTe mnpoTokon Telnet. st

noakaroueHuss K FW1 ucnonb3yeTe y4eTHYIO 3amuch ¢ JJOTHHOM: CISCO U mapoJieM: CisCo,
T BXO/1a B TIPUBUJICTUPOBAHHBIN PEKUM HCITONIB3YITE apoJib CiSCO. JIJs moAKII0YeHHUS
K OCTQJbHBIM CETEBBIM YCTPOWCTBAM HCIIOJIb3YHTE Mapoyib: CISCO M IMapoiib IS
NPUBUJICTUPOBAHHOTO peKKUMa: CISCO

Jlns moakirodeHus K ycTpoiictBaM B TiiaBHOM oduce HQ, momximrounte padouyro
craniuio Kk nopty FO/10 xommyraropa SW2 u HacTpoWTe aapec B COOTBETCTBHH C
nuarpammon L3, ycTpoiicTBa TOCTYIHBI MO CIEAYIOIUM aIpecam:

SW1 -192.168.254.10

SW2 —192.168.254.20

SW3 —-192.168.254.30

HQ1 - 192.168.254.1

FW1 - 192.168.254.2

BR1 - 192.168.254.3

OLIEHKA

I ——
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Onenka ocymiectpisiercs: no SSH unu Telnet ¢ yctpoiictBa PCl. HpOBCpO‘{Ha%%W
HE OCYILIECTBISIET IMEPEKOMMYTAIMI0O Ha CTEeHAE, MO0ATOMY OyabTe MpeaeabHO
BHHUMATEJIbHBI, IIEPE]] 3aBEPILICHUEM BBIITOJTHEHHS 3K3aMEHAIUOHHOTO 3a/IaHHSI I BEPHUTE
KOMMYTAIIMIO B UCXOJIHOE COCTOSIHUE. A Takke YOeUTECh, UTO YCTPOUCTBA IOCTYIHBI IO
cienyomuM aapecam, mo SSH wnm Telnet ¢ yyeTHBIMU 3alTUCSIMU COOTBETCTBYIOLIUM
HK3aMEHAIIMOHHOMY 3aJaHUIO:

SW1 -10.100.100.10 nnu 192.168.254.10

SW2 —10.100.100.20 nnm 192.168.254.20

SW3 - 10.100.100.30 niu 192.168.254.30

HQ1 —30.78.21.1 unm 192.168.254.1

FW1 - 30.78.87.2 unmu 192.168.254.2

BR1 -172.16.3.3 unu 172.16.1.2 vnu 3.3.3.3 unu 192.168.254.3

DE
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ba3oBast HacTpoOiiKa worldskills

Russia
1) 3anaiiTe UMs BCEX YCTPOMCTB B COOTBETCTBUU C TOIOJIOTUEN.
2) HasznaubTte 17151 Bcex ycTpoicTB qomenHoe ums worldskills.ru
3) Co3znaiiTe Ha BCEX YCTPOMCTBAX MOJIb30BaTEIEH wWsruser ¢ maposem network

a) [laposp monp30BaTENs JOKEH XPAHUTHCS B KOHQUTYpAIMK B BUJIE
pe3ynbTara X31-QyHKIUY.

b) Ilomp30Barenpb JOKEH 001aAaTh MAKCUMAIbHBIM YPOBHEM NPHUBUJIETUN.

4) Ha Bcex ycTpoiicTBax yCTaHOBHUTE Mapojb WST Ha BXO/I B
PUBWIETUPOBAHHBIN PEKUM.

a) Ilaponb momKeH XpaHUTHCS B KOH(DUTypallK B BUAE pe3yiIbTaTa XdUl-
GyHKIIUU.

5) Hacrpoiite pexum, npu KOTOPOM BCE MapoJid B KOHPUTYpaIIUU XPAHATCS B
samudpoBanHoM Buje. Ha FW1 ucnons3yiite mmdpoBanue AES.

6) JI1s1 Bcex yCTpOMCTB peanu3yire Moaenb AAA.

a) AyTeHTU(UKaluusg Ha JUHUSAX BUPTyaIbHBIX TepMuHaNOB ¢ 0 mo 15 qomxHa
IPOU3BOAUTHCS C MCIOJB30BaHUEM JIOKAJIbHOU 0a3bl yUETHBIX 3amucei. (Kpome
MapuipyTtuzaropa HQ1)

b) Ilocne ycnemHol ayTeHTUPUKAIIUY TTPU yIAIEHHOM MOJIKJIIOYEHU N
[I0JIB30BATENIH Cpa3y AOJDKEH MOJydYaTh [IPaBa, COOTBETCTBYIOIINE UX YPOBHIO
MPUBUJIETHIA UK POJIHM (KpoMe MexkceTeBoro skpana FW1).

c¢) Hacrtpoiite HEOOX0IMMOCTh ayTEHTU(PUKAIIUY HA JIOKATHHOM KOHCOJIH.

d) Ilpu ycnemHon ayTeHTH(UKAIMKI HA JTOKATHHOM KOHCOJIH MOJIb30BaTEIN
JOJKHBI Cpa3y AOJKEH MOJydaTh MpaBa, COOTBETCTBYIOIIME UX YPOBHIO
MPUBUJIETUN WA POJIU.

7) Ha ycrpoiicTBax, K KOTOPBIM pa3peiieH J0CTYIl, B COOTBETCTBUU C
tonosorusimu L2 u L3, co3naiite BupTyanbHbie uHTEp(dECH, moauHTephenchl 1
uHTepdeichl Tuma netis, HazHaubTe [P-aapeca.

8) Ha mapumipytuzarope HQ1 Ha BUpTyanbHBIX TEPMUHAIBHBIX TUHUAX ¢ 0 IO

15 nactpotite ayteHTudukanuio ¢ ucnoias3oBanrneM RADIUS-cepsepa.

DE



a) Hcnonw3yiite Ha muHMAX vty ¢ 0 o 15 oTaenbHbIN CIMCOK MeTOHOB\R{:fg!g SE“S
HazBaHueMm method man
b) Tlopsimok ayTeHTH(PUKAIINN:
i) [To mporokoiry RADIUS
i) JlokanpHas
¢) Mcrmonw3yiTe 0OIIMiT KITIOU CI1SCO
d) Mcnons3yiite HoMepa nmoptoB 1812 u 1813 na ayreHTHdUKaIMU 1 ydeTa
COOTBETCTBEHHO
e) Anpec RADIUS-cepsepa 172.16.20.20
f) HacTpoliTe aBTopHU3anuIo MPHU YCIENIHON ayTeHTU(PUKAIUN
9) IIpoBeprTe ayreHTHduKanuio no nporokoiay RADIUS nmpu ynaneHHom
noaKIroYeHun K Mapupytuzatopy HQ1, ucnons3ys ydaetnyro 3anuchk radius ¢

apoJieM Cisco

9) Bce ycTpoiicTBa T0JKHBI OBITH JOCTYIHBI JIJIS1 YIIPABIEHUS 110 MPOTOKOITY
SSH Bepcum 2.

Hacrtpoiika koMMyTanuu

1) JIist ieHTpann30BaHHOTO KoH(purypupoBanuss VLAN B KoMMyTHpyeMOid
CETH NPEANPUATHS UCTIOJIb3YHUTE NPOTOKOI VTP.

a) B xauectBe cepBepa VTP HacTpoitte SW1.

b) Kommyraropst SW2 u SW3 nacrpoiite B kauectBe VTP kinueHra.

¢y Tabmuma VLAN nomkHa coaepkarh CIeayroIIe CETH:
i) VLAN100 ¢ umenem MGT.
i) VLAN200 ¢ nmenem DATA.
i)~ VLAN300 ¢ nmenem OFFICE.
iv) VLANS500 ¢ nmenem NATIVE.
V) VLANG600 ¢ mmenem SHUTDOWN.

2) Mexny BceMu KOMMYyTaTOpaMU HACTPOMTE TPAHKU C UCIIOJIb30BAHUEM

npotokoina [EEE 802.1q.
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a) Iloptel FO/10 xommyTatopoB SW2 u SW3, a rakxke nopt FO0/1 KOMI\%%W
SW1 nomxHbl paboTaTh 6€3 UCIOIB30BaHUS COTNIacoBaHus. OTKIIIOUUTE MPOTOKOI
DTP siBHBIM 00pazom.

b) Tpank mexay kommytaropamu SW2 u SW3 nomken ObITh HaCTpoeH 0e3
WCIIONB30BaHus coriacoBanus. OTkiatounte npotokoia DTP aBHbIM 00pazom.

¢) Tpanku mexny kommytaropamu SW1 u SW2, a takke mexay SW1 u SW3,
JOJKHBI OBITH corstacoBanbl o DTP, kommyTtarop SW1 gomkeH HHUITMMPOBATH
CO3/IaHHE€ TPaHKa, a KoMMyTaTopbl SW2 u SW3 10JKHBI 0kKMAaTh Hayaia
COTJIaCOBaHUS TapaMeTPOB OT cOCela, HO CaMU HE UHUIIMUPOBATh COIJIACOBAHHUE.

d) JJig Bcex MarucTpajibHBIX KaHaIoB Ha3HaubTe Native vlan 500.

e) 3ampeTuTe NePEChUIKY M0 MaruCTPaJIbHBIM KaHajlaM BCE HEUCIIOIb3yEeMbIE
VLAN, B Tom unciie VLANI1
3) Hactpolite arpernpoBanue KaHaJIOB CBSA3U MEXIY KOMMYTaTOPaMHU.

a) Homepa mopToBBIX IpyIIII:

i) 1 — mexay kommyTtaropamu SW1 (F0/5-6) u SW2 (F0/5-6);
i) 2 — mexay kommyraropamu SW1 (F0/3-4) u SW3 (F0/3-4);

b) ArperupoBaHHbIN KaHaT MeXTy SW1 u SW2 noimkeH ObITh OpraHu30BaH C
UCIIOJIb30BaHuEM poTokoia corinacoBanust LACP. SW1 nomxken ObITh HACTpOEH
B aKTUBHOM pexkume, SW2 B NaCCUBHOM.

c) ArperupoBanHbIi kKaHan mexay SW1 u SW3 nomken ObITh OpraHu30BaH C
MCIIOJIb30BaHUEM MTPOTOKOJa cornacoBanust PAgP. SW1 fgomxeH ObITh HACTPOEH B
npeanoyTuTeIbHoM, SW3 B aBTOMaTHYECKOM.

4) Kondurypaius npoTokosia OCTOBHOTO JIepeBa:

a) Hcnons3yite nmpotokon PVST.

b) Kommyrtarop SW1 nomkeH sSIBIATHCS KOPHEM CBSI3YIOIIETO JIEPEBA B CETAX
VLAN 100, 200 u 300, B cmydae oTkaza SW1, kopHEM JOJIKEH CTaTh KOMMYTATOP
SW2.

¢) Hactpoiite mopt F0/1 xommyTtaropa SW1, Takum 06pazom, 4To mpu
BKJIFOYEHUU OH Cpasy mepexoauii B coctosiaue forwarding He 10KUIasCh

rnepecdycTa OCTOBHOI'O ACPCBA.
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5) Hactpoiite noptel FO/10 kommyTtaropoB SW2 u SW3 B COOTBeTCTBI/E[@ggEJQ"S

nuarpaMMmoi. [TopThl 1OMKHBI OBITH HACTPOEHBI B PEXKUME JIOCTYTIA.

6) Mexnay HQ1 u FW1 nactpoiite B3aumoaeiicteue no nporokony IEEE
802.1Q.
7) Otxmrounte untepdeiic F0/24 xommyratopa SW1 u ES mexcereBoro

skpana FW1, kotopbie uCnosib30BauCh JIJIsl IEPBOHAYATLHOTO KOH(DUTYpUPOBAHUS

cereBoit uHGpacTpykTyphl oduca HQ.

8) Ha Bcex ycTpoicTBax, OTKIFOUUTE HEUCIIOIb3YEMbIE ITIOPTHI.
9) Ha Bcex koMMyTaTopax, HEMCIIOJIb3yeMbIe MOPTHI NepeBeanute B0 VLAN
600.

HacTtpoiika noak/I04eHnii K rj100ajJbHbIM CETAM

1)  Toaxmouenne FWI1 k ISP1 u ISP2 ocymectisercss ¢ nomoipo IPoE,
HACTpoWTe HHTEP(EHCHI B COOTBETCTBUHU ¢ Auarpammamu L2 u L3.
a) Ilepenaua manHbix Mexay FW1 u ISP1 ocymiecTBisieTcss He TErHpOBaHHBIM
TpaduKOM.
b) Iepenaya nanHepix Mexay FWI1 um ISP2 ocymiecTBisercs TerHpOBaHHBIM
TpadukoM ¢ ucrnonb3zoBanueM VLAN 901.
2)  ISP3 npenoctasiser L2 VPN mexay opucamu HQ u BR1.
a) Hactpotite mepeaauy mexxay HQ1, FW1 u BR1 termpoBanHoro tpaduka.
b) B3aumopeiicTBre m0mKHO ocymiecTBIAThC o VLAN 10.
3)  Hacrpoiite moakmodenne BR1 k nmposaiinepy ISP1 ¢ momorsio nporokosa
PPP.
a) Hacrpotite Multilink PPP ¢ ncnons3oBanuem nByx Serial-untepdhericos.
b) Hcnonw3yiite 1 HOMep uHTEpdeEiica.
C) He ucnone3yiite ayTeHTH()HUKALIHIO.
d) BR1 momken aBromatuiecku mojy4arsb aapec ot ISP1.

4)  Hactpoiite noaximouenre BR1 k npoaiinepy ISP2 ¢ momoribto mpoTokosia
HDLC.

Hacrpoiika MmapuipyTusanuu
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BAKHO! Ilpu HacTtpoiike NPOTOKOJIOB AMHAMHYECKOW MapIIpyTH3aLINH, \é@ggﬁﬂls
npeleNbHO BHUMATENbHBI U QHOHCUPYWTE MOACETH B COOTBETCTBUHU C JUArpaMMOU
MapuIpyTH3aluy, UHAYE HE MOJIy4uTe Oallibl 32 MPOTOKOJ, B KOTOPOM OTCYTCTBYET
Heo0X0UMast MOJICETh, U 32 TOT MPOTOKOJ, B KOTOPOM 3Ta MOJICETh OKa3aJlach JUIIHEH.
Takoke, CTOMT y4ecTh, 4TO MPOBaAepbl QUIBTPYIOT MAPUIPYTHI MOJIYYCHHBIC I10

BGP, ecnu oHU HE COOTBETCTBYIOT AUArpaMMe MapIIpyTU3alIUH.

1) B oduce HQ, ma ycrpoiictreax HQl m FWI1 mnHacTpoiite mpoTokoi
nuHamudeckor Mapupyruzanuu OSPF.
a) BxirounTe B OOHOBIICHHS MapIIpyTU3aIlK CETH B COOTBETCTBUU ¢ Routing-
JarpaMMoOmu.
b) HQ1 u FW1 Mexy co00# TO/DKHBI YCTaHABIUBATH COCEICTBO, TOJIBKO B CETH
172.16.3.0/24.
€) OTKJIrOUUTE OTIPABKY OOHOBJICHUI MapIIpyTH3allMU Ha BCeX MHTEpdeiicax,
I7ie He PEeAYCMOTPEHO (POPMHUPOBAHUE COCE/ICTBA.
2)  Hacrpoiite mpoTokon auHamudeckoit mapmpytu3amuu OSPF B opuce BR1 ¢
riaBHbIM oucom HQ.
a) BxirounTe B OOHOBIJICHHS MapIIpyTU3aIlK CETH B COOTBETCTBUU ¢ Routing-
JarpaMMonu.
b) Ucnonb3yiite MmaructpanbHyto oonacts 11t GRE TyHHenei.
c) Cocencrra mexay opucamu HQ u BR1 10mKHBI ycTaHABIMBATHCS, KaK Yepes3
kaHan L2 VPN, Tak u uyepe3 3alUIIEHHBIA TYHHEb.
d) Yoeaurecs B ToM, 4TO Tipu OTKaze BhiAeaeHHOro L2 VPN, Tpaduk Mexmy
obucamu OyneT nepeaaBatrhes yepes 3amunéaabiii GRE TyHHENb.
e) OTkIounTe OTHPABKY OOHOBJICHHI MaplIpyTU3alliKi Ha BceX MHTepdeiicax,
IJie He PEAYCMOTPEHO (POPMUPOBAHKE COCEACTBRA.
3)  Hacrpoiite npotokoa BGP B oducax HQ u BRI nns B3ammozeicTBus ¢
npoBaiepamu ISP1 u ISP2.
a) Ha ycrpolicTBax HacTporTe MPOTOKOJ JUHAMUYECKOH MapiipyTu3aiua BGP

B COOTBETCTBUHU C Ta0Ouuen 1
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Tabmuma 1 — BGP AS worldskills

Russia
YcerpoiicTBo AS
HQ1 65000
FW1 65000
ISP1 65001
ISP2 65002
BR1 65010

b) HacrtpoiiTe aBTOHOMHBIE CHCTEMBI B COOTBETCTBHH ¢ Routing-auarpaMmmon.

4)  Mapmpytuzaropst HQ1 u FW1 momkHbI ObITh CBsI3aHbI ¢ TIOMoIIbI0 iBGP.
Hcnone3yiiTe uisl 3TOr0 coceAcTBa, MHTEP(ENCHl, KOTOPbIE HAaXOIATCS B IMOJCETH
30.78.87.0/29.

5)  Brxirouute B OOHOBIICHHS MapIIpyTU3aIllK CETH B COOTBETCTBHU ¢ Routing-
JarpaMMoOmu.

6) Hacrpoiite npotokon mauHammyeckord Mapmpyrm3anmuu EIGRP mosepx
3AIIMIIEHHOTO TYHHENS U BblIeIeHHOro kaHana L2 VPN mexay MapuipyTuzaropamu
HQI1 u BRI.

a) BxirounTe B OOHOBIJICHHS MapIIpyTU3aIlK CETH B COOTBETCTBUU ¢ Routing-

JarpaMMonu.

b) Ucnone3yiite HOMep aBToHOMHOM cructeMbl 6000.

Hacrpoiika ciyx0

1) B cereBoii HHGPACTPYKTYpPE CEPBEPOM CHHXPOHHU3AIIUU BPEMEHHU SIBISCTCS
SRV1. Bce ocTanbHble CETEBBIE YCTPONCTBA JIOJKHBI HUCIOJIB30BATh €r0 B KAUECTBE
cepBepa BpEMEHH.

a) Ilepemaya maHHBIX MKy OCYIICCTBIIICTCS O€3 ayTeHTH(DUKALIHH.

b) Hactpoiite BpemeHHyto 30Hy ¢ HazBanueM MSK, ykaxute pasuuiry ¢ UTC
+3 yacos.

C) Yo6enurech, B TOM, 4TO €CTh BCE HEOOXOIUMBIC MaPIIPYThI, HHAYE MPOBEPUTH

KOPPEKTHOCTh HACTPOECHHOM TPAHCISALUU MOPTOB, OYJET HEBO3MOXKHO.
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2)  HacrpoiiTe mnpOTOKOJ JMHAMHYECKOW  KOHpUrypammu xoc%ﬁsﬁg!g Sk\ills
CJIEIYIOLMMU XapaKTEePUCTUKAMU:
a) Ha mapmpyrtuzarope HQ1 mist noacern OFFICE:
) Anpec cetu — 30.78.21.0/24.
i)  Azpec nuiro3a o ymoa4aHuto uatepdeiic poyrepa HQI.
1)  Anpec TFTP-cepBepa 172.16.20.20.
Iv)  Kommnberotep PC1 nomxen monydats agpec 30.78.21.10.
3) B oduce BRI wucnomszyercs ayTeHTU(UKAIUS KIUCHTOB C IOMOIIBIO
npotokona PPPoE. /Ins atoro nacrpoiite cepsep PPPoE na BR1.
a) Ayrentudukarus PC2 Ha cepepe PPPOE mosmkHa oCymeCTBIATBCS IO
JIOTUHY pPC2user U mapoJiro pc2pass.

b) PC2 momxken nosy4uarts ip aapec ot PPPoE cepepa aBTOMaTHuUeCKH.

Hacrpoiika MexaHM3MOB 0€30I1aCHOCTH

1)  Ha mapmpyruzarope BR1 HactpoiiTe momp3oBaTeneii ¢ OrpaHWYCHHBIMU
paBaMH.
a) CosznaiiTe nmojb3oBaTesnel userl u user2 ¢ mapoJyieM cisco
b) HaznaubTe mosb3oBarento userl ypoBeHb mnpuBmieruid 5. ITonb3oBarenn
JIOJDKEH HMETh BO3MOXXHOCTH BBITIOJIHATH BCE KOMAHIBI TOJIB30BATEIHCKOTO
peXHnMa, a Tak)Ke BBIMIOJHATH TEpe3arpy3Ky, a TakKe BKJIIOYATh M OTKIIOYATh
OTJIAJIKy C IOMOIIbI0 KoMaH 1 debug.
c) Co3maiiTe 1 Ha3HAYBTE VIEW-KOHTEKCT sh_view Ha MoJib30BaTels user2
) Komanmy show cdp neighbor
i)  Bce xomanas! show ip *
i)  Komanny ping
Iv)  Komanny traceroute
d) Yoenurech, 4To MOIB30BATEIM HE MOTYT BBIMOJHATH APYrde KOMAaH[bI B
paMKax MPUCBOCHHBIX KOHTEKCTOB U YPOBHEH MPUBUJICTHIA.
2)  Hamnopty FO/10 kommyTatopa SW2, Bkitounte u HacTpoiite Port Security co

CICAYIOIIMMHU ITapaMETpaMu:
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a) He Oouee 2 aapecoB Ha UHTEpdelice KYE;!S sﬁ'ls

b) agpeca HOMKHBI TUHAMHYECKH OMNPENCTATHCS, W  COXPAHATHCS B
KOH(UTYpaIHH.

C) mpH TONBITKE TIOAKIIOYEHUS YCTPOHCTBA C aApPecoM, HapyIIaloUM
HOJIUTUKY, HA KOHCOJIb JJOJDKHO OBITh BBIBEJICHO YBEIOMIIEHHUE, NMOPT HE JOJKEH

OBITH OTKJIFOYEH.

HaCTPOﬁKa mapaMmeTrpoB MOHUTOPHUHI'A U PE3EPBHOI0 KOIMMUPOBAHUSA

1)  Ha wapmpyruszatope HQl wu wmexcereBom skpane FW1 Hacrpoiite
KYpHaJUpPOBAHME CHCTEMHBIX cooOuieHuid Ha cepBep SRV, Briroyas
MH(POPMAILIMOHHBIE COOOLICHHUS.

2) Ha wapmpytuzatrope HQl wu wmexcereBom »skpane FWI1  Hacrpoiite
BO3MOXHOCTh YJAJIECHHOTO MOHUTOPHHTA 110 MpoTokoiry SNMP v3.

a) 3amaiite Mectonosoxenue yctpoiicte MSK, Russia

b) 3agaiite konTakT admin@wsr.ru

c) Ucnonp3yiite ums rpymmnsl WSR.

d) Co3znatite mpoduib TOJBKO I YTeHHS ¢ uMeHeM RO.

e) Wcnonp3yiite as 3ammutel SNMP nmmdposanne AES128 n ayreHTHDUKAIHIO

SHAL.

f) Hcnonp3yiiTe UMs TOIB30BATEIIS: SNMPUSEr ¥ IMapoJib: SNMpPpPass
g) Jlns mpoBepKH BbI MOYKETE MCIIOIB30BaTh KOMaH Iy snmp_test Ha SRV,

3) Ha wmapmpyruzatope HQI  HacTpoiiTe pe3epBHOE  KONMHPOBAaHHUE

KOH(UTrypauuu
a) PesepBHas xonus KOHGUTYpaAIUH JOJDKHA COXpaHIThes Ha cepBep SRV mo
nporokony TFTP mpu kaxxaoM coxpaHeHUH KOHPUTYpaIMy B TaMsITH yCTPONCTBA
b) Jlnst HaszBaHus (aitia pe3epBHOM KOMUK MCIOB3YyHTe madaoH <hostname>-

<time>.cfg

Kondurypauus 4acTHbIX BUPTYaJIbHBIX ceTel

DE


mailto:admin@wsr.ru
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1)  Mexny HQl u BR1 mnactpoiite GRE TyHHEDL CO cnea%@;&’gﬁﬂh
napaMeTpaMu:
a) Hcnonp3yiite B kauectBe VTI nuntepdetic Tunnel 1
b) Mcnonp3yiiTe agpecanno B COOTBETCTBUU ¢ L3-auarpamMmori
¢) Pexxum — GRE
d) Uurepdeiic-ucTounuk — Loopback-unrtepdeiic Ha Ka)K0M
MapuIpyTHU3aTOpE.
e) ObecrieubTe pabOTy TYHHEINS C 00CHX CTOPOH Yepes nposaiinepa [SP1
2) 3ammTa TyHHENs 10bKHA obecrieunBaThes ¢ moMolnsio IPsec mexxny BR1 u
FWL.
a) Obecnieuste mmppoBanue Tosbko GRE Tpaduxka.

b) Hcnonb3yiiTe ayTeHTU(DHUKAIMIO 110 00IIEMY KITFOUY.

c) ITapamerpsr IPsec mpon3BoJIbHEIC.

DE
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TOHOJIOI'UA L3

PPPoE
192.168.2.0/24 -

0 --.L____________/
2001:A:B:ACAD::/64

2]
HDLC
22.84.4.0/30
ISP2

LoopbackO
3.3.3.3/32
2001:A:B:3::1/64

Loopback0
77.88.8.8/32

Tunnell LI

172.16.1.0/24

Loopback0
8.8.8.8/32

ISP3 L2 VPN
VLAN 10
172.16.3.0/24
2001:4::/64

30.78.87.0/29
2001:3:/64

Loopback0
1.1.1.1/32
2001:A:B:1::1/64

OFFICE
VLAN3Z00
30.78.21.0/24
2001:A:B:DEAD::/64

5) TFTP



ROUTING-AUATPAMMA

BGP AS65010

3.3.3.3/32
100.45.5.0/30
22.84.4.0/30

BGP AS65002

BGP AS65001

77.88.8.8/32
22.84.4.0/30
22.84.4.4/30

8.8.8.8/32
100.45.5.0/30
100.45.10.0/30

BGP AS65000

1.1.1.1/32
30.78.87.0/29
30.78.21.0/24
100.45.10.0/30
22.84.4.4/30



4, Kputepuu OueHKH

B JaHHOM pasaciic OIPCACICHBI KPUTCPHUHU OLCHKHW W KOJMYCCTBO HAYMCIISICMbIX

O0aoB (CyOBEKTHBHBIE M OOBEKTHBHBIC) Tabmuia 2. OOmee KOJWYECTBO OalioB

SaﬂaHI/ISI/ MOAYJIA I10 BCEM KPUTCPUAM OLICHKU COCTaBJIACT 45,

Tabnuna 2 — Kpurepun oueHku

Paznen Kpurepuii OueHKH
CyObeKkTuBHAs OO0BexTUBHAS Oo6mmas
(ecau 31O
MIPUMEHUMO)
A Mopayne A: «llycko-
HaJIaaKa 0 15 15
UHDPACTPYKTYPHI Ha
ocHoBe OC cemelcTBa
Linux»
B Moaynes B: «llycko-
HajgaaKa 0 15 15
MH(DPaCTPYKTYpPHI Ha
ocHoBe OC cemeiicTBa
Windows»
C Moayns C: «llycko- 0 15 15
HajaaKa
TEJICKOMMYHHUKAIIHOHHOTO
000pyI0BaHUS»
Hroro = 0 45 45

Cyo0bekTuBHBIE OLIEHKH - He npuMeHumo.
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5. MIPUJIO’KEHMA K 3ATAHHUTIO worldskills

Russia

lpunoswcenue 1 Jlononnumensuvle Hacmpotku mooyus B
Ipunooicenue 2 @aiinot RC1819 TP39 ModulB Addons
Ipunooscenue 3 aviret RC1819 TP39  ModulC_Preconf



JlonoJIHMTe/IbHBIE HACTPOHKHU Moy B

INPUJIOKEHHUE

\;
Hpnno&%@ﬂ'@lﬂi

BBEJ/I[EHHE. Hacrosiluye IOTNOJHEHUS COJEpKAT ONMKMCAHUE BUIA MPEAYCTAHOBOK,

OIIMCAaHUC HCIIOJIB3YCMBIX OIICPAIMOHHBIX CHCTEM, PCKOMCHIAAIWHN II0 BBIICIICHUIO

PECYpPCOB U1 BUPTYAJIbHBIX MAILVH.

OIIUMCAHME INPEAYCTAHOBOK
1. Ha SRV1 gomxHO ObITh YCTAaHOBJIEHO YeThIpe (MM MSATh) KECTKUX JHUCKA:

ouH He MeHee — 25 Gb, Tpu (uetnipe) — 5 Gb .

2. Bce ocTtanbHBIE JKECTKHE AUCKH BCCX BUPTYAJIbHbLIX MalllWMH JOJIKHBI NMCTb

00weM He MeHee 25 Gb.

3. Ilocae YCTAHOBKHM Ha BCCX BUPTYAJIbHBIX MalllMHAX HCO6XOI[I/IMO BBIITOJIHUTD

crieHapui Sysprep c omueii generalize.

4. Tlocne BBITTOJTHEHUS pa60T nepe3arpy3ka CTCHA0B OCTACTCA HAa YCMOTPCHHUC

IKCTIEPTOB.

OIIMCAHUE ITPUMEHSAEMBIX OIIEPAIIMOHHBIX CUCTEM

HNmsa komnbroTEpa

OnepanuoHHasi cucreMa

DC2 Windows Server 2019 GUI
CLI2 Windows 10 Enterprise
SRV2 Windows Server 2019 Core
R2 Windows 2019 GUI

DC1 Windows 2019 GUI

SRV1 Windows Server 2019 Core
R1 Windows Server 2019 Core
CLI1 Windows 10 Enterprise
DCA Windows Server 2019 GUI

3ananue nporectupoBano Ha 100% cnenyronux coopkax OC:
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Server 2019 - 17763.379.190312-0539; \é\é(gg!gskills
Win 10 Ent — 18362.30.190401-1528



AN
IIpumepHbIi mi1an padorsl LleHTpa npoBeaeHUst 1eMOHCTPALIMOHHOTO 3%%@6[@115

nmo KOJI Ne 1.1 mo komnerenuun Ne 39 «cCETEBOE U CUCTEMHOE

AIMUHUCTPUPOBAHUE»
IIpumepHoe Meponpusitue
BpemMsi
08:00 [Tonmy4yeHue TIIaBHBIM 3KCIIEPTOM

3aJaHuA JCMOHCTPAIXMOHHOT'O 9K3aMCHA

08:00 — 08:20 [IpoBepka roTOBHOCTH MPOBECHUS
JEMOHCTPAIIMOHHOTO YK3aMeHa,
3amoJIHEHUE AKTa O TOTOBHOCTH/HE

T'OTOBHOCTHU

08:20 — 08:30 Pacnpenenenue o0s3aHHOCTEN 110
IIPOBEICHUIO DK3aMEHA MEKTY

YjeHaMU DKCIIEPTHOW TPYIIIbI,

IoarorosuTeaLHbI 3anonHenue IIpoTokona o
ACHB pacrpesie/ieHuu
08:30 — 08:40 HNHcTpyKTaX DKCIEPTHOM rpyIIbI

10 OXpaHe TPyJa U TEXHUKE
6e3omacHOCTH, COOp TTOMTMUCEH B

IIpoTokone 00 03HAKOMJICHUN

08:40 — 09:00 Perucrpanus yuacTHUKOB

ACMOHCTPAIMOHHOI'O 9K3aMCHa

09:00 - 09:30 WNHCTpyKTaX y4aCTHUKOB MO OXpaHe
TpyZJa 1 TeXHHKE 0e30macHoCTH, cOop
noanucei B [Iporokose 06

O3HAaKOMJICHUH




W\
09:30 - 11:00 Pacnipenenenne  paboumx \é\lﬁ%ﬂgéws
(>xkepeObeBKa) u 03HAKOMJICHUE
YY4aCTHUKOB C pabOYMMH MeCTaMH,
obopynoBaHueM, TpadukoM paboOTHI,
WHOM JOKYMEHTAIlUEd W 3aIlOJIHEHUE
IIporokona
09:00 - 09:30 O3HakoOMJIEHHE C 3aJaHUEM U
paBHJIaMHU
09:30 - 10:00 Bbpudunr skcrieptos
10:00 - 12:00 Brimonnenue moayins A
12:30 - 14:30 Brinonuenue monyns B
14:30 — 15:30 Oben
llenn 1
15:30 -17:30 Brmonnenne moays C
17:30-19:30 PaGoTa skcniepToB, 3amoaHeHUE
(GOpM U OIIEHOUHBIX BEIOMOCTEH
19:30 — 20:30 ITonBeneHne NTOrOB, BHECEHUE

rIIaBHBIM dKcriepToM 0aiioB B CIS,
0JIOKHUPOBKA, CBEpKa 0asuioB,

3aIIOJIHCHHUEC UTOTOBOI'O IMPOTOKOJIA
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\
Ilnan 3acTPOKH MJIOIIAAKM ISl POBeAEHNsI JeMOHCTPAIMOHHOT O 31(321%%5%3%
KO Ne 1.1 mo komnerennuu Ne 39 «CETEBOE U CUCTEMHOE
AJMUHUCTPUPOBAHME)

Kommerenmmsi: CeTeBoe U CUCTEMHOE aIMUHUCTPUPOBAHHE
Howmep xomnerennuu: 39
O6mas miomans momaaku: 250 M2

[itan 3aCTpOVKH MIIOMIAIKHA:

| ﬂ:]j_q
b |~ -
L I
b- <D i
] ]
L =4
p- =D o
| :{I
— -
Df{i
- =l - .
[ O |
b- 1=l |
b =0
‘IT;iD U[:I]
B ]
T
% |} Servzll\'ﬂ;oomi




\;
worldskills
Russia

IHPUJIOXKEHHUE

Wundpactpyxrypusiid auct mis KOJ[ Ne 1.1

https://drive.google.com/file/d/1ylJfd-AQhPrcRcfXsd90a2n2nV-

zvh53/view?usp=sharing



